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OITPEJAEJIEHUA

B HacrosmeM [IOKyMEHTE MCIIOJb3YIOTCS CIEAYIOIIUEe TEPMHUHBI U HX
OIIPEIEIICHHUS.

ABTOMAaTH3MPOBAaHHAA CHCTEMA — CHCTEMA, COCTOSAINAs U3 IEpPCOHAla U
KOMIUIEKCA CPEJCTB aBTOMATU3ALMU €r0 ACITEIbHOCTH, peaau3yromas nHpopma-
UOHHYIO TEXHOJIOTHIO BBITIOJIHEHUS YCTAaHOBICHHBIX () YHKIIUMA.

AyTeHTH(UKAIHMA OTHPABUTENS JAHHBIX — [TOATBEPKAEHUE TOTO, YTO OT-
IIPAaBUTEIb ITOJYYEHHBIX JaHHBIX COOTBETCTBYET 3a51BJICHHOMY.

be3onacHOCTL NEPCOHAJBHBIX [JAAHHBIX — COCTOSHUE 3aIIUIICHHOCTU
NEPCOHAIBHBIX JIaHHBIX, XapaKTepU3yeMO€ CHOCOOHOCTBIO  I0JIb30BATEIEH,
TEXHUYECKUX  CpPEeACTB M  MH(MOPMALMOHHBIX  TEXHOJOTMH  0OecneuuThb
KOH(UIEHIIUATBHOCTb, LEIOCTHOCTh U JOCTYIMHOCTh NMEPCOHAIBHBIX JAaHHBIX MpPU
ux 00paboTKe B MH(POPMALIMOHHBIX CUCTEMAX NIEPCOHATBHBIX JaHHBIX.

buomerpuyeckue mnepcoHaJbHBIE JaHHbIE — CBEICHUS, KOTOPbBIE
XapaKTepU3yrOT (PU3NOJOTNYECKUE OCOOCHHOCTH UY€IOBEKa U Ha OCHOBE KOTOPBIX
MO>XHO YCTAHOBUTb €r0 JUYHOCTb, BKJIIOouYas (oTorpaduu, OTHEYaTKH MabIEB,
o0pa3 ceTyaTKH IJla3a, OCOOEHHOCTH CTPOEHHUS Telna U JPYIyl MOJOOHYIO
uH(pOpMaIHIO.

baokupoBaHue MNEpPpCOHAJIBHBIX [JAaHHBIX — BPEMEHHOE IIPEKpallCHUE
00pa0OTKN MEPCOHAIBHBIX AaHHBIX (3a MCKIIIOUEHUEM CIIydaeB, €ciu 00paboTka
HeoO0XoIMMa JIJIsl YTOUHEHHSI IEPCOHATBHBIX JaHHBIX).

Bupyc (KOMIbIOTEpHBIH, IPOrPAMMHBbIN) — UCHIOJHAEMBIN MPOTPaMMHBII
KOJI WJIM MHTEPIPETUPYEMBI HaOOp MHCTPYKIUH, 00Jaaiolmuii CBOMICTBaMU He-
CaHKLIIMOHUPOBAHHOI'O PACIpOCTpaHEHUss MU camoBocnpousBeleHus. Co3naHHbIC
AyOJIMKAaThl KOMIIBIOTEPHOTO BHpYyCa HE BCETJa COBINAAAIOT C OPUTMHAIOM, HO CO-
XpaH;IIOT CHOCOOHOCTh K JTadbHEUIIEMY PaclpOCTPAaHEHHIO U CaMOBOCIPOU3BE/IE-

HHIO.



Bpenonocnasi nporpamma — rporpaMma, IpeiHa3HauY€HHAs sl OCYILECTB-
JICHUS HECAaHKIIMOHUPOBAHHOTO JIOCTYIa U (WJIM) BO3JECUCTBHS HA MEPCOHAIbHBIC
JaHHBIE WU pecypchl HHPOPMALIMOHHOM CUCTEMBI MIEPCOHANIBHBIX JaHHBIX.

BcenomoraresibHble TEXHHYECKHE CPEACTBA M CHCTEMbI — TEXHUYECKHUE
CPEIICTBA M CUCTEMBI, HE MpeHA3HaYeHHbIE IJIs Tepeaaun, oopaboTKU U XpaHEeHUs
MEPCOHAIBHBIX JAHHBIX, YCTaHABIMBAEMbIE COBMECTHO C TEXHUYECKHMH CPEACT-
BaMH M CHUCTEMaMHU, MpeJHA3HAYEHHBIMU I 00paOOTKU MEPCOHANBHBIX JaHHBIX
WIM B TMOMEIIEHUAX, B KOTOPHIX YCTAHOBJIEHbI MH(OPMALMOHHBIE CHUCTEMBI IEPCO-
HaJIbHBIX JIaHHBIX.

JocTtyn B OnepanMoHHYI cpeay KommbiTepa (HHGOPMANMOHHOM
CHCTEMbl NEPCOHAJNBHBIX JAHHBIX) — TIOJYYEHHE BO3MOXKHOCTM 3aIlyCKa Ha
BBINOJIHEHUE IUTATHBIX KOMaH[A, (YyHKUMH, MpOIEAyp ONEpPalMOHHON CHCTEMBI
(YHUYTOKEHUSI, KOIUPOBAHUS, TMEPEMEIIEHUss W T..), HUCHOJHAEMbIX (hailyioB
MIPUKJIQJHBIX TIPOrPaMM.

Joctyn k mHGoOpManuM — BO3MOXKHOCTh MONMy4YeHHs MH(POPMAIMU U €€ HC-
MIOJIb30BAHMUSL.

3ak/1a104H0e YCTPOMCTBO — 3JIEMEHT CPE/ICTBA CheMa MH(POPMAIIH, CKPBITHO
BHEJpSeMbId  (3aKJIa/IbIBAEMBbIA WM BHOCHMBIA) B MeCTa BO3MOXKHOTO CheMa
uHpopmaly (B TOM 4YHMCIIE B OrpakJIeHUE, KOHCTPYKIIMIO, 000PYI0BaHHUE, TPEIMETHI
MHTEPbEPA, TPAHCIIOPTHBIE CPEICTBA, a TAKKE B TEXHUYECKUE CPEACTBA U CUCTEMBI
00paboTku uHGpOpMaIUN).

3amumaemass nangopmanus — uHQopMaLus, SBISIOMIAICS MPEAMETOM COO-
CTBEHHOCTHM M TOZJIeKalllasi 3alUTe B COOTBETCTBUM C TPEOOBAHHUAMHU TPABOBBIX
JIOKYMEHTOB WJT TPEOOBaHUSMHU, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(OpMAITIH.

NnenTnduxanusi — npucBoeHue CcyObeKTaM W OOBEKTaM JIOCTYNA HWJICHTH-
¢ukatopa M (WIM) CpaBHEHUE NPEIBSIBISIEMOr0 HIECHTU(PHUKATOpPA C TEpeUHEM

IMPUCBOCHHBIX I/II[CHTI/I(i)I/IKaTOpOB.



NupopMaTUBHBIA CUITHAJ — DJIEKTPUYECKUE CUTHAIBI, aKYCTUUYECKUE, DIICK-
TPOMAarHUTHBIE W JApyrue (U3MYECKUe MOoJs, MO MapaMeTrpaM KOTOPBIX MOMKET ObITh
packpbiTa KOH(pUACHIIMATBHAS HH(pOpMaIs (TIEpCOHATILHBIE JaHHBIC) 00pabaThBacMast
B MH(OPMAIIMOHHOM CUCTEME MEPCOHATBHBIX JTAHHBIX.

NudopmanuonHbie TeXHOJIOTHMH — TPOLIECCHI, METO/bI MOUCKaA, cOopa, Xpa-
HeHusl, O0OpabOTKH, MPEAOCTABICHHS, PACIPOCTPaHEHUs] HWH(OPMAIMKA U  CHOCOOBI
OCYLIECTBIICHUS] TAKUX MPOLECCOB U METOJIOB.

NudopmannonHas cucremMa mnepcoHaabHbiX aaHHbix (UCIIAn) -
COBOKYIMHOCTb COJEpKalIuxcsi B 0a3ax JaHHBIX MEPCOHANbHBIX JIAHHBIX W
oOecreynBamux ux 00padoTKy MH(POPMAIIMOHHBIX TEXHOJIOTHN U TEXHUYECKUX
CPEACTB.

Hcnonb3oBanne nepcoOHAJBHBIX [JaHHBIX — JCHCTBUS (omepainuu) c
MEPCOHAIBHBIMU JTAHHBIMH, COBEpPIIAEMBIE ONEPATOPOM B LEISAX MPUHITHUSA
pEUIEHN WX COBEpPUICHUS WHBIX JEHUCTBHUM, MNOPOKAAIOIINX HOPUINYECKUE
MOCJIEJICTBUS B OTHOIIEHUU CYOBEKTa MEPCOHANBHBIX JAHHBIX WM JIPYTUX JIHI]
7160 MHBIM 00pa3oM 3aTparuBaroUIUX MpaBa U CBOOOAbI CYOBEKTa MEPCOHATBHBIX
JAHHBIX WX IPYTUX JUL.

HcTounuk yrpo3bl 6e30macHoCTH HH(pOpMAUMU — CyObEKT J0CTyIa, MaTe-
pPUATBHBIA OOBEKT WM (PU3UYECKOE SBJICHUE, SBISIIONIMECS MPUYMHON BOSHUKHOBEHUS
yrpo3bl 0€30MaCHOCTH UH(POPMALIUH.

Kontponupyemasi 30Ha — MpocTpaHCTBO (TEPPUTOPUS], 3AaHKE, YACTb 3/1aHM,
MOMEIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOIUPYEMOE IMpeObIBaHHE MOCTOPOHHUX
JILI, & TAKXKE TPAHCHIOPTHBIX, TEXHUYECKUX U UHBIX MATEPUAIIBHBIX CPEJICTB.

KonduaeHunajJbHOCTh NEPCOHAIBHBIX JAHHBIX — 00s3aTelbHOE I
COOJTIOZICHHUS] ONEPATOPOM WJIM MHBIM TOMYYHMBIIMM JOCTYI K MEPCOHATBHBIM JaHHBIM
JUIIOM TpeOOBaHME HE JOMYCKaTh KX paclpocTpaHeHue Oe3 cornacusi cyObeKTa

NEPCOHAIBHBIX NAHHBIX WJIN HATMYUA NHOI'O 3aKOHHOT'O OCHOBAHU.



MexceTeBOH IKPaH — JIOKAIBHOE (OTHOKOMIIOHEHTHOE) WM (DyHKIIMOHAIBHO-
pacnpeniesieHHOE TPOrpaMMHOE  (ITPOTrpaMMHO-AIIAPATHOE) CPEACTBO  (KOMILIEKC),
peam3yroliee KOHTPOIIb 3a MH(popMaleH, nocTyrnarouiel B MHPOPMaIMOHHYIO CUCTEMY
MEPCOHATBHBIX JAHHBIX U (MJIM) BBIXOSILEH U3 MHPOPMAIIMIOHHON CUCTEMBI.

Hapymurens 6e30macHOCTH MEePCOHAIBHBIX JAHHBIX — (QU3UYECKOE JIUIIO,
CITy4aliHO WJIU MPETHAMEPEHHO COBEPIIAIONIEE IEHCTBYS, CJIEACTBUEM KOTOPBIX SIBIISIETCS
HapyllleHue O€30MacHOCTH MEPCOHATBHBIX JaHHBIX MPH MX 0OpabOTKE TEXHUYECKUMHU
CpelIcTBaMU B MH(POPMALTMOHHBIX CUCTEMAaX MEPCOHATTBHBIX JTAHHBIX.

HeaBromarusnpoBanHasi 00pa00oTKa NEPCOHAJBHBIX [JaHHBIX —
00paboTKa MEepCOHANBHBIX JIAHHBIX, COAECPKAIIMXCA B UH(POPMALIMOHHON cucTeMe
MEPCOHANBHBIX JaHHBIX JUOO U3BJICYEHHBIX M3 TAaKOM CHUCTEMBI, CUUTAEeTCs
OCYLIECTBIICHHOM 0e3 UCIIOJIb30BaHUs CPEACTB aBTOMaTH3alUN
(HEeaBTOMATU3UPOBAHHOM), €CJIM TaKUE JEHCTBUSA C MEPCOHAIBHBIMU TAHHBIMH, KaK
UCIIOJb30BaHUE, YTOYHEHHE, PACHPOCTPAHEHHUE, YHUUYTOKECHUE NEPCOHAIBHBIX
JAaHHBIX B OTHONIEHUM KaXJOro U3 CYOBEKTOB TNEPCOHAIBHBIX JaHHBIX,
OCYLIECTBIISIIOTCS IPU HEMIOCPEICTBEHHOM y4aCTHH YEJIOBEKA.

HenexknapupoBaHHuble BO3MOKHOCTM — (YHKIMOHAJIBHBIE BO3MOXKHOCTH
CPEIICTB BBIYMCIWUTENBHOM TEXHUKHM, HE ONHMCAHHbIE WM HE COOTBETCTBYIOINE
OIMCAHHBIM B JIOKYMEHTALlMH, MPH HCHOJIB30BAHUH KOTOPBIX BO3MOYKHO HApPYILECHUE
KOH(UIECHIIMAIBHOCTH, JOCTYIIHOCTH WM ULEJIOCTHOCTH 00pabaThiBaeMOW  HH-
dhopmaruu.

HecaHKuMOHUPOBAHHBIN A0CTYNl (HECAHKIMOHUPOBAHHBIE JeHCTBUSA) —
J0CTyn K MHGOPMAIMKA WIM JEUCTBUS C MH(pOpMAalMel, HapylIalolye NnpaBuia pas-
IpaHUYEHUSI JOCTyNAa C HCIOJIB30BAHUEM IUTATHBIX CPEACTB, MPEIOCTABISIEMBIX
MH(OPMAIMOHHBIMUA CUCTEMAaMHU MEPCOHANBHBIX TAHHBIX.

Hocurear undopmanum — Gpusnyueckoe JUIO0 WM MaTepUaTbHbIA 00BEKT, B

TOM 4HCIIe (PU3UYECKOE TI0JIe, B KOTOPOM MH(OPMAITUSI HAXOIUT CBOE OTPAKECHUE B BUJIC



CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHMYECKUX PEILICHUI U MPOLIECCOB, KOTMIECTBEHHBIX
XapaKTepUCTUK (PU3NYECKUX BETUUHH.

OO0e31MYUBaHNE TEPCOHANBHBIX [JAHHBIX — JICHCTBUSA, B pe3yjbTaTe
KOTOpPBIX CTAaHOBHUTCS HEBO3MOXXHBIM 0€3 MCIOJB30BaHMS JAOMOJIHUTEIbHON
uH(OpMAIH ONPEACIUTh PUHAJICKHOCTh EPCOHATBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY NEPCOHATBHBIX JaHHBIX.

O0padoTka nmepcoHANBHBIX JAHHBIX — JIFO0OE JIecTBUE (Omepalus) Win
COBOKYITHOCTb JIEUCTBHI (Omepanuii), COBEpPIIAEMbIX C MCIOIb30BAHUEM CPEJICTB
aBTOMaTH3allud WM 03 HCIOJIb30BaHMUS TaKUX CPEACTB C NEPCOHAIbHBIMU
JaHHBIMM, BKJIOYash cOOp, 3amuch, CUCTEMATU3AlMIO, HAKOIUICHUE, XpaHEHUE,
yTouyHeHue (OOHOBJIEHHWE, M3MEHEHHUE), W3BJICUYCHME, HMCIOJIb30BaHHUE, MNepeaaudy
(pactpocTpaHeHue, TMpeAoCTaBIeHUEe, JOCTYI), o0e3nuuBaHue, OJIOKHUpPOBAHUE,
yJlaJeHue, YHUYTOKEHHUE NMePCOHAIbHBIX TaHHBIX.

OOmenocTynHble MNepcoOHATbHbIE JaHHbIe — TIEPCOHAJbHBIC JaHHBIC,
JOCTYIl HEOTPAHMYEHHOTO Kpyra JIMI K KOTOPBIM TMPEJOCTABIEH C COTrJacus
CyOBbEKTa TMEpPCOHANIbHBIX JaHHBIX WM Ha KOTOpble B COOTBETCTBUHU C
denepaibHBIMU  3aKOHAMU HE pacHpoCTpaHseTcss TpeOoBaHUE COOJIOICHHUS
KOH(UIEHIIUATbHOCTH.

Onepatop (NMepCOHAJBHBIX JaHHBIX) — TOCYJapCTBEHHBIM Opras,
MYHUIIMNAIBHBIA OpraH, IOpUANYECcKOe WM (PU3NYECKOe JIMIO, CaMOCTOATEIbHO
WIN COBMECTHO C JPYTMMHM JIMLIAMH OpPraHU3yloume U (WiIM) OCYIIECTBIISIIOLIUE
00paboOTKy MEpPCOHAIBHBIX JAaHHBIX, a TaKXe OMpENeNsIouue Ueaun o0paboTKH
MEePCOHATBHBIX JIAHHBIX, COCTaB MEPCOHAIBHBIX JAHHBIX, OAJEKAIIUX 00paboTKe,
neicTBus (orepanuun), COBepuIaeMble C MePCOHANbHBIMU JAHHBIMH.

Texunueckue cpeacrsa HMH(OPMALMOHHON CHCTEMbI IEPCOHAJIBHBIX
JAHHBIX — CPEJCTBA BBIYMCIUTEIBHON TEXHHKU, WH()OPMALMOHHO-BHIMHCIUTEILHBIE
KOMIUIEKCHI U CETH, CPEICTBA M CUCTEMBI iepeiaun, mpuema u oopadotku [1/1H (cpencrsa

N CHUCTCMbI 3BYKO3aIIMCH, 3BYKOYCWJICHH:A, 3BYKOBOCIIPOU3BCACHW, IICPCTOBOPHLIC H



TEJICBU3HOHHBIE YCTPOMCTBA, CPEICTBA M3TOTOBJICHUS, TUPAKUPOBAHKS TIOKyMEHTOB H
Jpyrue TeXHUYECKUEe CPe/ICTBa 0OpabOTKU peueBol, rpaduieckoi, Buieo- U OyKBEHHO-
1poBoi MH(OPMAIHH), TIPOrPaMMHBIE CPEICTBA (ONIEPAIIMOHHBIE CHCTEMBI, CHUCTEMBI
yIpaBieHus 0azaMy JTAHHBIX | T.IL.), CPEACTBA 3alUThl HH(QOPMAIIWH, PUMEHSIEMEIC B
MH(DOPMAIMOHHBIX CHCTEMAX.

IlepexBaT (MH(pOpMANUK) — HEPABOMEPHOE MONy4YeHHE HH(OpMaIuH C
HCIIOJIb30BAaHUEM TEXHMUYECKOI'0 CPEACTBA, OCYIIECTBISAIONIETO OOHApY>KEHUE,
npueM 1 00paboTKy HHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHble AaHHbIe — TI00as WHPOpPMAIWS, OTHOCSIIASCS K MPSIMO
WIH KOCBEHHO OTPEACICHHOMY WM OINpeAeisieMoMy (HU3UYECKOMY JIHILY
(cyOBeKTy MmepCcoHaNbHBIX JTaHHBIX);

IMoGounble  IJIEKTPOMATHUTHBIE  W3JIy4YeHHUS] M HABOAKH  —
DIIGKTPOMATHUTHBIE W3TYYCHHS TEXHHUYECKUX CPEJCTB OOpabOTKH 3allUIaeMoii
uHbOpMaIlMY, BO3HUKAIONIME Kak MOOOYHOE SIBJICGHWE W  BBI3BaHHBIC
AIIEKTPUIECKIMH CUTHAJIAMU, JEHCTBYIOIIUMHU B MX SJICKTPUUECKUX U MarHUTHBIX
HENsIX, a TAK)Ke DJIEKTPOMAarHUTHBIE HABOJKU 3TUX CUTHAJIOB Ha TOKOMPOBOISIIINE
JVMHAH, KOHCTPYKIIMU U TICTIH MATaHUS.

[MoauTHKAa «YHCTOTO  CTOJNA» —  KOMIUIEKC  OpraHW3aI[MOHHBIX
MEPONPHUATAN, KOHTPOJUPYIOIIUX OTCYTCTBHE 3alHCHIBAHUS Ha OyMa)KHbIE
HOCHUTENM KJtoued W aTpuOyToB jgocTyna (mapoijied) M XpaHEHUs HUX BOJIM3U
00BEKTOB JOCTYIIA.

IMosab30BaTes b HHPOPMALMOHHOM CHCTEMBI NMEPCOHAJIBHBIX HAHHBIX —
JUIO, YydYacTBylomee B (QYHKIMOHUPOBAHWU HH(DOPMAIMOHHOW CHCTEMBI
MEPCOHABHBIX TAHHBIX WIIM UCTIONB3YIOIIee Pe3yIbTaThl €€ QyHKIIMOHUPOBAHHUS.

IIpaBuia pa3rpaHuYeHHsi JO0CTyNAa — COBOKYITHOCTh MPAaBWII, pEriIaMeHTH-
PYIOIIUX MpaBa JA0CTyIa CyOBEKTOB IOCTyIA K 00BEKTaM JOCTYTIA.

IIporpammHasn 3aKjaaKa — KO IPOrpaMMBbIl, PETHAMEPEHHO BHECCHHBIN B

nporpamMmy C OCJIbIO OCYHICCTBUTHh YTCUKY, U3BMCHUTD, 6J'IOKI/IpOBaTB, YHUYTOXUTDH
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MH(pOpMAINIO WM YHUUTOXUTh U MOJU(PHUIIUPOBATH MPOTPAMMHOE OOEcIeueHne
MH()OPMAIIMOHHOW CHUCTEMBbl TIEPCOHAIBHBIX JaHHBIX U (MJIM) OJOKHPOBATH arria-
paTHBIE CPEICTBA.

IIporpamMHoe  (mporpaMMHO-MaTeMaTHyeckoe)  BO3JelicTBHE  —
HECAHKLIMOHUPOBAHHOE  BO3JCHCTBHE HAa  PECYpChl  aBTOMAaTU3WPOBAHHOMU
MH(OPMAIIMOHHONW CHCTEMBbI, OCYIIECTBIISIEMOE C HMCHOJIb30BAHUEM BPEJOHOCHBIX
IIPOTrPaMM.

PackpbiTHe NEPCOHANBHBIX JAAHHBIX — YMBIIUICHHOE WIH CIy4ailHOeE
HapylieHrue KOHPUACHIINATbHOCTU NMEPCOHANIBHBIX JTaHHBIX.

PacnpocTrpaHenne nepcoHAJbHBIX JAHHBIX — JICHCTBHS, HAIpPaBICHHBIC
Ha PacCKpBITUE MTEPCOHATIBHBIX TAHHBIX HEONIPEAEIEHHOMY KPYTY JHL.

Pecypc nHpopManiuoHHON CUCTEMbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MIPUKJIIATHOTO W anmapaTHoOro oOecrieyeHus (G YHKITMOHUPOBAHUS
MH(OPMAIMOHHOM CUCTEMBI.

CneuuajibHble KATerOpuM IEepPCOHAJBHBIX JAHHBIX — I[I€PCOHAJIbHBIE
JAHHBIE, KACAIOIIHUECS PAacOBOM, HAIMOHAJIBHON MPUHAJIEKHOCTH, MTOJIUTHYECKAX
B3TJISIJIOB, PEJIUTHO3HBIX WA (PuiiocoPpckux yOeKIeHUM, COCTOSHUS 30POBBS U
WHTUMHOM JKM3HU CYOBEKTA MEPCOHATIBHBIX JaHHBIX.

CpencrBa BIYHCIUTEIbHOM TEXHUKHU — COBOKYITHOCTb IIPOTPAMMHBIX U TEX-
HUYECKUX BJIEMEHTOB CUCTEM OOpaOOTKM JAaHHBIX, CIOCOOHBIX (PYHKIIMOHHUPOBATH
CaMOCTOSITEJIbHO WM B COCTaBE IPYTUX CUCTEM.

CyObekT nocryna (cy0ObeKT) — JIMIO WIK MPOLECC, ACUCTBUSI KOTOPOrO per-
JTAMEHTHUPYIOTCS IpaBUJIaMH pa3rpaHUYCHHS JOCTYIIA.

Texunuyeckuil KaHaJ YyTeYKH MH(POPMALUN — COBOKYIIHOCTb HOCUTESI UH-
dbopmaruu  (cpeactBa 00pabOTKHM), (DU3HMUECKOW Cpeibl pachpocTpaHeHus HHOOpP-
MaTHBHOTO CUT'HaJIa M CPE/ICTB, KOTOPHIMU JOOBIBAETCS 3aluiiaeMasi iHpopmarusi.

TpancrpanuvyHas mnepejadya MeEPCOHAJBHBIX JAHHBIX — TIepeaada

MNCPCOHAJIBHBIX  JAHHBIX  OIICPATOPOM qcpes3 FOCY}IapCTBCHHyIO IrpaHuny
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Poccuiickon ~ @enepaumu  OpraHy  BJIacTM  HMHOCTPAHHOIO  IOCYZApcCTBa,
(bu3HYEeCKOMY WM IOPUAMYECKOMY JIMIY HHOCTPAHHOTO TOCYAapCTBa.

Yrpo3bl 0e30MaCHOCTH MEPCOHAIBbHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHUI U
(aKkTOpOB, CO3JAIOLIMX OMACHOCTh HECAHKLIMOHMPOBAHHOIO, B TOM YHCIIE CIIy4aiHOTIo,
JOCTYIIa K IIEPCOHAIIBHBIM JIAHHBIM, PE3YJIBTaTOM KOTOPOI'O MOYKET CTaTh YHUUTOKEHUE,
W3MEHEHHUE, OJIOKUPOBAHUE, KOTIMPOBAHUE, PACIIPOCTPAHEHHE MEPCOHATBHBIX JIAHHBIX, a
TaK)K€ MHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUIA MPU UX 00paboTKe B MHPOPMAIIMOHHON
CUCTEME ITEPCOHATIBHBIX JaHHBIX.

YHHUYTOKEHNE NEePCOHANBHBIX [JAaHHBIX — JCHCTBUS, B pE3YIbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM BOCCTAHOBHUTBH COJEpPKAHUE INEPCOHAIBHBIX
JaHHBIX B HH()OPMALMOHHON CHUCTEME MEPCOHANBHBIX JaHHbIX W (WJIU) B
pe3ysibTaTe KOTOPBIX YHHUUYTOXKAKTCS MaTepUalbHbIE HOCUTEIU IEPCOHAIBHBIX
JQHHBIX.

Yreuka (Bammmaemoi) MHpOpMAMH MO TEXHHYECKHMM KaHAJIaM —
HEKOHTPOJIMPYEMOE PACIIPOCTPaHEHUE MH(OPMALIMKM OT HOCUTENS 3aIUIIaeMoi UH(Op-
MalMy 4epe3 (PU3MYECKYI0 Cpely N0 TEXHHYECKOrO CpEJCTBA, OCYILECTBIIIOLIEIO
nepexsatr HHPOPMaLUH.

Ysa3BUMOCTB — CI1a00CTh B CPEACTBAX 3ALIUTHI, KOTOPYIO MOJKHO HCIIONB30BaTh
JUTSL HApYIIEHUSI CUCTEMBI WM COJIeprKallieiics: B Hel MH(pOpMAaIUu.

HenocTHocTh MHGOPMAIUM — CIIOCOOHOCTH CPEJICTBA BBIYMCIUTEILHON TEX-
HUKU WA aBTOMAaTH3UPOBAHHON CUCTEMBI 00ECTIeUMBATh HEM3MEHHOCTh HH(POPMALIIK B

YCJIOBUSIX CITy4aiHOTO W/WIJIM NPETHAMEPEHHOTO NCKaKEHUS (pa3pyILEHNs ).



OBO3HAYEHUSA U COKPALIEHUA

ABC — aHTUBHpYCHBIE CPEACTBA

APM — aBTOMaTH31pOBaHHOE paboyee MEeCTO

BTCC — BcrioMoratesbHble TEXHUYECKHE CPEICTBA U CUCTEMBI
NCIIIH — uapOopMalioHHAs CUCTEMA TIEPCOHATBHBIX IAHHBIX
Wb — nndopmarmonHas 6e301acHOCTb

K3 — konTponmmpyemas 30Ha

JIBC — nokanbHas BEIYMCIIUTENbHAS CETh

MDD — MexceTeBOM dKpaH

HC/] — HecaHKIIMOHMPOBaHHBIN JOCTYI

OC — oniepaliioHHas cucTeMa

IT/1H — nepcoHabHBIE TAHHBIE

IIMB — nnporpaMMHO-MaTeMaTHYECKOE BO3/ICHCTBUE

[10 — nporpammHoe obecrieueHue

[I3MUH — no6ounble 3eKTpOMar HUTHbIE U3Ty4eHHUs U HABOJIKU
CA3 — cucrema aHanm3a 3alIUIICHHOCTH

C3U — cpeactBa 3auiuThl HHOOPMATUU

C3I1dH — cuctema (moacucTemMa) 3aliiuThl IEPCOHATBHBIX JAHHBIX

COB — cucrema 0OHapyKEeHHsI BTOPKEHUN
TKYU — Texnnueckue kaHaibl yTeUKd HHPOpMAIU

VYBIIJIH — yrpo3sl 0€30MacHOCTH IEPCOHATLHBIX JAHHBIX

12
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BBEJAEHHUE

Hacrosimee Ilonokenne uHpOpManMoOHHON 0€30MacHOCTH B OOLIECTBE C
OTpaHUYEHHON OTBETCTBEHHOCTHIO «CTOMATOJIOrNYEeCKas MONUKINHUKA «JIa3ypby»
(mamee mo Ttexkcty — OOO «Cromaronoruueckass TOJUKIMHUKA «JIazypey),
ABIIAETCS O(ULUATBHBIM JOKYMEHTOM, B KOTOPOM OIpEJIeieHa CUCTeMa B3IJISAI0B
Ha oOecrnieyenue uH@opMmanumoHHoit 6Ge3zomacHocT OO0 «Cromartonoruueckas
MOJIUKJIMHUKA «JIa3ypby.

HeoOxonumocTts paszpabotrku IlonoxkeHus oOycliOBIEHA CTPEMUTEIbHBIM
pacmpenueM chepbl MPUMEHEHUsT HOBEHIIMX MH(GOPMAIIMOHHBIX TEXHOJIOTHH U
npoueccoB B OO0 «CromaTonmoruyeckasi HoJUKIMHUKA «JIa3ypb», npu o6paboTke
uH(popMaIi BooOIIIe, U MEPCOHAIBHBIX JAHHBIX B YACTHOCTH.

Hacrosimee [lonoxenue ompenenser OCHOBHBIE LETM M 3aJay, a TaKxKe
OOLIyI0 CTpaTerui0 IMOCTPOEHUS CHUCTEMbI 3alllUThl TMEPCOHANBHBIX JaHHBIX
(C3M1An) OOO «Cromaronoruueckas mnonukiauHuka «Jlazype». Ilomoxxenue
oTpeJieNsieT OCHOBHbIE TpeOOBaHUS W 0a30BbIE MOJXOJbl K UX peaju3aluu, s
JTOCTHXKEHUSI TPEOYyeMOTO YpOBHS 0€30MacHOCTH HH(GOPMAIIUH.

[lonoxenue pa3pabOTaHO B COOTBETCTBUM C CHCTEMHBIM MOJIXOJIOM K
obecnieueHuto  uHGOpMalMOHHOW  Oe3omacHocTH.  CHCTEMHBIM  TOAXOM
npeanosjaraer  MpoBeACHUE  KOMIUIEKCa  MEpPONpPUSITHH,  BKIIOYAIOLIMX
UCCJeI0BaHUEe Yrpo3 MH(GOPMAIMOHHONW 0€30MacHOCTH U Pa3pabOTKy CHCTEMBbI
3amutel  [1J[H, C TO3MUMKM KOMIUIEKCHOTO TPUMEHEHUS TEXHUYECKUX U
OpraHU3alMOHHBIX MEP U CPEJICTB 3AILUTHI.

[Ton mudopmanmonHoit 6e3onacHocThio [1/IH MOHKMMaeTcs 3alIUIEHHOCTh
MEPCOHANBHBIX JIaHHBIX M 0OpabaThiBaloOIIe MX HHPPACTPYKType OT IHOOBIX
CIIy4ailHBIX WJIM 3JIOHAMEPEHHBIX BO3JCHCTBHI, PE3ylIbTaTOM KOTOPBIX MOXKET
SBUTHCS HaHeceHWe ymiepba camoi uHpoOpMaluu, €€ BiajenbliaM (CyObeKTaM

[111) wnu undpacTpykrype. 3aaaud MHPOPMAIIMOHHON 6€30MaCHOCTH CBOASTCS K
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MUHHMU3AIUHU yiiepoa OoT BO3MOXKHOU peanu3anuu yrpo3 OezomacHoctu [1J[H, a
TaKkKe K MPOTHO3UPOBAHUIO U MIPEIOTBPAIICHUIO TAKMX BO3CHCTBUH.

[TonoxxeHre  CIYXKUT  OCHOBOM  JJIsi  pa3pabOTKU  KOMIUIEKca
OpraHU3aIlMOHHBIX M TEXHUYECKUX Mep I0 olecrnedyeHuto HUHGOPMAIMOHHON
6e3zonacHoctt OO0 «CtoMaronoruueckas MNOJUKIMHUKA «Jla3ypb», a Takxke
HOPMAaTUBHBIX U METOJUYECKUX JOKYMEHTOM, OOCCIICUMBAIOIIUX €€ peaTu3alluio,
W HE TmpeAmnosiaraeT MoJAMEHbl (YHKIMH TOCYIapCTBEHHBIX OpPraHOB BJIACTU
Poccuiickoit  ®enepanuu, OTBeHalOMUX 3a obOecreuyeHne O€30MaCHOCTU
MH()OPMAIIMOHHBIX TEXHOJIOTUH U 3aIUTy UHPOPMAITUH.

[TonoxxeHue ABISAETCS METOAOIOTUUECKON OCHOBOM JIJIS:

* (¢dopMuUpOBaHUA U TPOBEICHUS €IUHON TOJUTHUKH B 00JacTU
obecrieueHust 0e30MmacHOCTH 000 «Ctomarosioruueckas
MOJIUKJIMHUKA «JIa3ypb»;

* TPUHATHSA YNPABJICHUYECKUX PEHICHUNA U pa3pabOTKH MPaKTHUYECKUX
Mep MO BOIUIOIICHHIO TOJUTHKM Oe3omnacHoctu [I/[H m BhIpaOOTKH
KOMILIEKCA COTJIACOBAHHBIX Mep HOPMAaTUBHO-IIPABOBOTO,
TEXHOJIOTHYECKOTO W OpraHU3aIllMOHHO-TEXHHUYECKOI0 XapakTepa,
HalpaBJICHHBIX HA  BBIABJICHUE, OTPAKCHUE U  JMKBUIAIUIO
MOCJIEACTBUN peau3aiiy pa3InyHbIX BUg0B yrpo3 [1/]H;

* KOOpAMHAIIMU JEATEIBHOCTH CTPYKTYpHBIX mnoapazaeneHuiit OO0
«Cromaronoruueckasi TOJMKIMHUKA «Jlasypp» mpu TpoBeICHUU
pab6or mo pasButuro u dkcrutyaranuu WCIIH ¢ cobmroneHuem
TpeboBanuii ooecreuenus 6e3zonacHoctu [1/H;

* pa3pabOTKH TMPEJIOKEHUH 10 COBEPIICHCTBOBAHHUIO TPABOBOTO,
HOPMAaTUBHOT'0, METOJIMYECKOT0, TEXHUUECKOTO U OpraHU3aIllMOHHOTO
obecrieueHus 0e30MmacHOCTH I 1x B NCIIIn 000

«CTtomarojiornueckasi NOJNKINHAKA ((H&Bypb».
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[IpaBoBoil 6a30if st pa3pabOTKU HACTOAILIETO TOJOXKEHUSA CIIyXKaT
TpeOoBaHUsA JeWCTBYIOIIMX B Poccum 3akoHONATENBbHBIX KM HOPMATHUBHBIX

JIOKYMEHTOB 10 00ecIeueHn0 6€30MacHOCTU NepcoHanbHbIX JaHHbIX ([1/{H).
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1 OOmmume moJ1oKeHust

C3II[n mpexacTaBiasieT coOOW COBOKYMHOCTb OpPraHU3allMOHHBIX U TeX-
HAYECKUX MEPONPUATUI 11 3amuThl 1IJ[H OT HEMpaBOMEPHOTO WK CIIy4alHOTO
J0CcTyna K HUM, YHUYTOXKEHHS, U3MEHEHUs, OJOKUPOBAaHHUSA, KOMHPOBAHHUS, pac-
npoctpanenus 1I/IH, a Takxke MHBIX HEIPABOMEPHBIX IEUCTBUM C HUMU.

be30onacHOCTh MEpPCOHANBHBIX JAHHBIX JIOCTUTAaeTCsl MYTEM HCKIHOYEHUS
HECAHKLIMOHUPOBAHHOTO, B TOM YHCIIE€ CIYy4YalHOIO, JOCTyHa K IEPCOHAJIbHBIM
JAHHBIM, PE3YJIbTATOM KOTOPOTO MOXKET CTaTh YHUYTOKEHHUE, HW3MEHEHUE,
0JIOKHpOBaHUE, KOMMPOBAHUE, PACTIPOCTPAHEHUE MTEPCOHANIBHBIX JaHHBIX, & TaKXKe
MHBIX HECAHKIIMOHUPOBAHHBIX JIEVCTBUM.

CtpykTypa, CcOCTaB W  OCHOBHbIE  (YHKIMH  TEXHUYECKUX U
oprann3auuMoHHbix Meponpusatuii C3II[IH omnpenenstorcss HUCXOAS W3 YPOBHS
samumeHHoctr  (kimacca) MCII[H, yCTaHOBIEHHOTO B COOTBETCTBUU C
tpeboBanusimu IloctanoBnenus: IlpaBurensctBa Ne 1119 ot 1 HosiOps 2012 r.,
npukaza @CTOK Poccum Ne 17 or 11 ¢espans 2013 r., mnpukaza OCTIK
Poccun Ne 21 ot 18 ¢deBpans 2013 1., a TakKke B COOTBETCTBUM C TPEOOBAHUSIMU
[ToctanoBnenust IlpaBurenbctBa Poccuiickoit  ®epeparuu Ne 687  «O0
yrBepkaeHun [lonoxkenus o6 0ocoGeHHOCTAX 00pabOTKH MEPCOHATBHBIX JAaHHBIX,
ocyllecTBiIsieMo 0e3 HCMoib30BaHUs cpeAcTB aBTomaTuzauum». C3II0n
BKJIIOYAET OPraHU3allMOHHBIE MEPbl M TEXHUYECKHE CpPEICTBA  3AIIMUTHI
nHpopmanmu (B ToM uucie mudpoBanbHbie (Kpunrorpaduyeckue) CpeacTna,
CPEACTBA  NPEAOTBPAIIECHUS  HECAHKUIMOHUPOBAHHOTO  JIOCTYIA,  YTEUKHU
uH(pOpMAIK 110 TEXHUYECKUM KaHalaM, MPOrpaMMHO-TEXHUYECKUX BO3JEHCTBUN
Ha TEXHHYecKHe cpeactsa o6Opadotku I[IJIH), a Takke wHCMIONAb3yeMble B
MH(OPMAIMOHHON cucTeMe HH(DOPMAIMOHHBIE TEXHOJIOTUH.

OTu Mephl IPU3BaHbl 00ECTIEUUTD:

*  KOHPUIAECHIUATBHOCTD uHdopmManuu (3amuTa OT

HCCAHKIIHOHUPOBAHHOT O OSH&KOMJICHI/ISI);
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OCJIOCTHOCTD I/IH(I)OpMaI_II/II/I (aKTyaJIBHOCTB N HCIIPOTHUBOPCUYUBOCTH
I/IH(l)OpMaI_II/II/I, cC 3alIUIITCHHOCTD oT PaspyLICHHA )51
HCCAHKIIHOHUPOBAHHOT O I/ISMCHCHI/IH);

AOCTYITHOCTD I/IH(I)OpMaI_II/II/I (BOSMO)KHOCTB 3a IPUCMIICMOC BpCMA

MOJTYYUTh TpeOyemMyto HHPOPMAITMOHHYIO YCIIYTY).

Cramuu co3ganus C3I1JIH BKIIIOYaOT:

MPEANPOCKTHAS CTausl, BKIIOYAIOIIAs MPEANPOCKTHOE 00CIeI0BaHUE
UCIIdH, pa3paboTKy TEXHHUYECKOro (YaCTHOTO TEXHUYECKOIO)
3aJaHus Ha €€ CO3JIaHuE;

CTajusl POCKTUpOBaHUs (pa3pabOTKU MPOEKTOB) U peau3allid Mep
zamutel C3I1/H;

cranusi BBojga B gerctBue C3II/[IH, BKIIOUaANOLIAsl OMNBITHYIO
AKCIUTYaTallul0 U MPUEMO-CHATOYHBIE MCIBITAHUS CPEICTB 3alIUTHI
nHopmanuu, a Takxke orneHky coorBercTBus C3IIIn TpebGoBaHUAM

6e3omacHOCTU UH(pOpMAIUK.

OpFaHI/I3aHI/IOHHBIC MCpPBI NPCAYCMATPHUBAKOT CO3JAHUC W IIOAACPKAHUC

npaBoBoil 0a3pl Oe3omacHoctu [I/lH m paspaborky (BBeAaeHHE B JeHCTBUE)

npeaycMoTpeHHblx  [lomutukoir uHpopmarmonHoit  6e3onmacHoctu  UCIIAn

CICOAYIOMNX OPraHU3allHOHHO-PACTIOPAANUTCIIBHBIX JOKYMCHTOB!

[lnan Mepompusituii mo obOecniedyeHuro 3amuTel [IJlH npu wux
obpabotke B UCII/IH;

[Tnan MeponpusiTUii MO KOHTPOJIIO oOecreuenust 3amuthl [1/1H;
[lopsinok pe3epBUpOBaHUSI U BOCCTAHOBICHHS PabOTOCIIOCOOHOCTH
TC u I1O, 6a3 manueix u C3U;

JloiokHOCTHAss uWHCTpykuuss aamuuucrparopa HMCIIJJlH B wyactu

obecneuenus 6ezonacHoctu I1/In mpu ux odbpadorke B UCII/IH;
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* JloybKHOCTHast MHCTPYKIMS aaMUHUCTpaTtopa 6e3omacHoctu UCTI/IH;

e JlomkHocTHasg MHCTpykuusi nons3oBarens HWMCII[ln B  wyactu
obecrneuenus 6ezonacHoctu I1/In mpu ux oopadorke B UCII/IH;

e MHcTpyKuMs Ha Ciay4yail BOSHUKHOBEHHS BHEIITATHON CUTYallNH;

* HHcTpyKuMs MO pa3MeIleHnI0, 000pyI0BAHUIO U OXpaHE MOMEIICHUH,
IJI€ XpaHATCS NEPCOHANBHBIE JAHHBIE, IO XPAHEHMIO MEPCOHATIBHBIX
JaHHBIX HA OyMaXKHBIX HOCUTENSX U MOPSAKY PabOThl UCTIONHUTENIEH

C ICPCOHAJIbBHBIMH NAdHHBIMHU HA 6YMEDKHBIX HOCHUTCIIAX I/IH(i)OpMaHI/II/I.

TexHudeckre Mephl 3alUThl PEAUTU3YIOTCS MPU MOMOIIHU COOTBETCTBYIOIINX
MPOTrPaMMHO-TEXHUYECKUX CPEJICTB U METOJOB 3aIIUTHI.

[lepeyenb HEOOXOAUMBIX MeEp 3allUThl HHGOPMAIMK OMPEACISIETCS TIO0
pesyiabTataM  BHYTpeHHeW  mpoBepku  Oe3omacHoctu  HCII[Ix  OOO

«CTtomarojiornueckasi NOJUKINHAKA ((H&Bypb».
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2 3apaum C3IIAn

Ocnosnoit nenbto C3I1/H siBsieTcs MUHUMU3ALMS yuiepOa OT BO3MOXHOM

peanuzanuu yrpo3 6ezomnacHoctu [1J[H.

JIns mocTrKeHHUsT OCHOBHOM Ienu cucTtema Oe3omacHoctd IIJIH momxHa

obecrieunBaTh 3(1)(1)CKTI/IBHOC pPCUICHUC CIACAYIOMNX 3a1a4q:

3alllMTy OT BMemiaTelbcTBa B npolecc GpyHkumonuposanus MCIIIx
MOCTOPOHHUX JIUI (BO3MOXKHOCTH ucnonb3oBanuss MCIIIn u noctyn
K €€ pecypcaM [JOJDKHBI HMMETb TOJIBKO 3aperuCTPUPOBAHHBIE
YCTaHOBJIEHHBIM TOPSIKOM IMOJIb30BATENH);

pasrpaHUyYEHUE [JOCTYIA 3aperUCTPUPOBAHHBIX IOJIB30BATEIEH K
anmnapaTHbIM, IPOrpaMMHBIM U uH(popMarmoHHbM pecypcam UCITIn
(BOBMOXXHOCTh JIOCTYNa TOJNBKO K TEM pecypcamM U BBINOJIHEHUS
TOJIBKO T€X OINepaluuid ¢ HUMHU, KOTOpble HEOOXOIUMbI KOHKPETHBIM
nonb3oBatesnsM  MCII[In Ay BBINONHEHUS CBOMX CIY>KEOHBIX
0053aHHOCTE), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JAOCTYyHA!
Kk uHopmanuu, mupkynupyromeit B UCII/IH;

cpeacTBaM BeluucauTenbHoN TeXxHuku UCII/H;

anmnapaTtHbIM, NOPOrPaMMHBIM H KPUNTOIPaQUUECKUM CpPEeICTBaM
3aIuThl, ucnoiab3yeMbiM B MUCIT/IH;

pErucTpanulo  JACHCTBUM  IIOJB30BATEJIEd IPU  HMCIOJB30BAHUU
3amumiaeMeix  pecypcoB  HMCIIIIH B CHCTEMHBIX JKypHalIaX WM
IIEPUOIUYECKUN KOHTPOJIb KOPPEKTHOCTH JEHUCTBUU I10Jb30BATEIEH
CHUCTEMBI IIyTEM aHAIU3a COACPKUMOI0 ITUX )KYPHAJIOB;

KOHTPOJIb  LEJIOCTHOCTU (oOecreyeHue HEU3MEHHOCTH) Cpebl
WCIIOJIHEHUS POTPaMM U €€ BOCCTAHOBJICHUE B CIIy4ac HAPYLICHHUS;
3alIUTY OT HECAaHKIMOHHUPOBAHHOW MOJU(UKAIIMK U KOHTPOJIb

uenoctHocTy ucnoib3yembix B MCII/IH mporpamMMHBIX CpPEACTB, a
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TAKXKE 3alUTy CUCTEMBI OT BHEAPECHUS HECAHKIIMOHUPOBAHHBIX
porpamm;

samuty [1J[H OT yTeuku 1o TEXHUYECKUM KaHajiaM Mpu ee o0paboTke,
XpaHEHUH U TIepeaaye Mo KaHajaM CBS3H;

samuty [I/H, xpanumol, oOpabaTbiBaeMOWl M mMepenaBaeMol 10
KaHaJIaM CBSI3M, OT HECAHKIIMOHUPOBAHHOI'O pas3IryialllcHUus WIIH
HMCKAXKEHHUS;

oOecrieyeHUEe KUBYUYECTH KPUNTOTpaPUUECKUX CPEJACTB 3alUThHI
nH(pOpMaIK TTPU KOMIIPOMETAIIMK YaCTH KIFOUEBOW CUCTEMBI;
CBOEBPEMEHHOE BBISBICHUE MCTOYHUKOB yrpo3 OesomacHoctu I1/1H,
OPUYMH U YCJIOBHM, CIOCOOCTBYIOIIMX HAHECEHHIO yiepoa
cyobektaM [1JIH, co3manue MexaHu3Ma ONEPATUBHOTO pearupoBaHUs
Ha yrpo3bl 6e3onacHocTH [1J[H 1 HeraTUBHBIC TCHICHIINY;

CO3JaHHUE YCIIOBUU JJI1 MUHUMHU3ALUUA U JOKAUIM3AUAH HAHOCUMOIO
yiep0a HEMPaBOMEPHBIMU IEUCTBUAMHU (PUBHUECKUX U IOPUTAUECKUX
JUI, OCJIabJIeHHe HETaTUBHOTO BIWSHUS U JTUKBUIAIWS TOCIEICTBUI
Hapyienus 6ezonacHoctu [1/]H;

o0opy/I0BaHME W OXpaHa MOMEIICHUH, TJI€ XPaHITCS MEepPCOHATbHBIE
JIAHHBIE;

COOJIIOJICHUE TIOpSJIKA XPaHEHWS TEPCOHAIBHBIX JAHHBIX Ha
OYMa)KHBIX HOCUTEISX;

cCOOJIIO/ICHUE TOpSJKa XpaHCHHWS KIIOYed OT TOMEIICHUN TIe
xpanstcs [1/JH Ha OyMaKHBIX HOCHUTEIISIX;

coOJItojIcHUE TMOpsaKa pPabOThl HCIOJIHUTENEH ¢ TEPCOHATBHBIMHU

JaHHBIMHU Ha 6YMa)KHBIX HOCHUTCIIAX I/IH(l)OpMaLII/II/I.
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3 OO0BLEeKTHI 3alIUTHI

Ilepeyenb HHPOPMALMOHHBIX CUCTEM
B OOO «Cromaronornyeckass NOJHMKIMHUKA «JIa3ypb» mpou3BoaUTCS

00paboTKa MEepCOHAIBHBIX JAHHBIX B HWH(OpPMAMOHHOW cucTeMe 00pabOTKU
nepcoHanbHbIX JaHHbIX (UCII/IH).
Ilepeuens WCIIIH ompenensieTcss B mpoliecce pabOThl KOMHCCHH, 10

uToram paboTt KoTopoit coctarisercs akT kinaccudukanuu UCIT/H.

IlepeyeHb 00bEKTOB 3aAUTHI
OObexTamMu 3alUThI ABJSAI0TCA — HHpOopManus, oopabateiBaemas B ICII/H,

U TEXHHUYECKHE cpeAcTBa ee 00paboTku ¥ 3amuThl. CHHCOK TEepCOHATBHBIX
TaHHBIX, MOJICKAIINE 3aIluTe, ompeaeneH B IlepeuHe mepcoHaNbHBIX JTaHHBIX,
noaiexkanux 3amure B UCIIIH.
OOBEKTHI 3aIIUTHI BKIIOYAIOT:

*  OOpabatbiBaemas HHGOpMALIHSL.

*  TexHomornueckas nHGOpMAaIusI.

*  IIporpaMMHO-TEXHUYECKHE CPEICTBA 0OPAOOTKH.

. Cpenctsa 3amutsl [1/1H.

*  Kanansl nHbOpMaIMOHHOTO OOMEHA M TeJICKOMMYHHUKAIIHH.

* OOBEKTHl M TOMENICHHS, B KOTOPBIX pPa3MEIICHbl KOMITOHEHTHI

WUCTI/Tn.
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4 Kaaccupukauus noan3oarteseid UCIIAn

ITonp3oBarenem NCIIdn SABJISACTCS JMLo, y4acCTBYIOILIEE B
(GYHKUMOHUPOBAHUM WH(GOPMAIIMOHHONW CHCTEMbl TMEPCOHAIBHBIX JaHHBIX WIIU
UCIIOb3YIoIIee pe3yiabTaTthl ee ¢yHkiumonupoanus. [lonp3zoBarenem WCIIAn
asngercs 1060 cotpyaauk OO0 «Ctomartonorudeckast MOAUKIMHUKA «Jlazypby,
nMeronui noctyn k UCIIIH u ee pecypcaMm B COOTBETCTBUHM C YCTAaHOBJIEHHBIM
MOPSAJIKOM, B COOTBETCTBUU C €r0 (DYHKIHOHATIBHBIMU 00S3aHHOCTSMH.

ITonw3oBarenu UCII/IH nendarcs Ha TP OCHOBHBIE KATETOPHH:

AJMUHACTPATOD MHGOOPMAITMOHHON 0€30IIaCHOCTH.

Corpynnuku OOQO «CroMatosiornueckas MNOJMUKIMHUKA «Jla3ype», KOTOpbIE
3aHUMAKOTCS ~ HACTPOMKOW, BHEAPEHUEM U  CONPOBOXKIEHUEM  CHUCTEM
6e3onacHoctu. Aqmunuctpartop Ub obnanaer cienyonmm ypoBHEM JTOCTYIIA:
* oOnamaer mnojgHOM HHPOpMAIIMEH O CHUCTEMHOM M TIPHUKIATHOM
nporpamMmmHoMm obecnieuernnu UCIIIH;
* oOnamaer moOJHOW wuWHMOpMaNKMEl O TEXHUYECKUX CPEACTBaX U
koHpurypauuu UCII1H;
* HUMEeT JIOCTYNl KO BCEM TEXHUYECKUM CpeicTBaM 00pabOTKH
uHpopmaruu 1 nanabiM UCIT/IH;
* He o0nanaer nmpaBaMH KOH(UTYpUPOBaHUS M AAMUHUCTPATUBHOM
HacTpoilku Texunueckux cpeacts UCII/IH.

Anmuauctparop MCITH.

CoTtpynHuKH 00O «Cromaronoruueckass NOJUKIMHUKA «Jla3ypb»,
KOTOpbIE 3aHUMAIOTCSI COMPOBOXKICHUEM MPOTPAMMHOI0 00ECTICUECHHUS.
Anmvunnctpatop UCIIIH obnanaer cieayomuM YpoOBHEM JIOCTyA:
* obOmamaer uHpopManue 006 anropuTMax M mporpammax o0padoTKu
unpopmanuu Ha UCII/IH;
* o0namaer BO3MOXXHOCTSMHM BHECEHHS OLIMOOK, HEAEKJIAPUPOBAHHBIX

BOSMO)KHOCTCﬁ, MMpOorpaMMHBIX 3dKJIaJOK, BPCAOHOCHBIX IIPpOrpaMM B
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nporpammHoe obOecneuenne MCII[In Ha cragum ee pa3paboOTKH,
BHEJIPEHHUSI U CONPOBOKICHUS;

* MOXET pacmnojiaraTb JIOOBIMH (parMeHTaMu HHPOPMALUU O
tonionoruu UCIIJIH n TexHuueckux cpencrBax oOpabOTKHU U 3alUTHI
I111, o6padateiBaembix B UCI1/IH;

* obOmamaer mnpaBaMH KOH(MUTYpUPOBAaHUA U  AAMUHUCTPATHUBHOU
HacTpoilku Texunueckux cpeacts UCII/IH.

Onepatop UCII/H.

Corpynnuku noapazaeneanii OO0 «Crtomaronoruyeckass MOJMKIUMHUKA
«JIazypp» yuactBytomux B mnpouecce skcrnyatauun UCIIIH. Onepatop UCIIAn
o0JafaeT cleayoluM YPOBHEM IOCTyMA:

* o0namaer BceMH HEOOXOAMMBIMU aTpuOyTamMu (Hampumep, maposiem),
00ecreynBaoIUMU JOCTYT K HEKOTOpOMY noaMHokecTBY [1/1H;
* pacnonaraetT KOH(QUIECHUUATbHBIMH JAHHBIMH, K KOTOPHIM HMEET

JOCTYII.
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5 OcHOBHBIC IPUHIUIIBI TOCTPOCHHUSI CHCTEMBbI KOMILJIEKCHOM 3allIUThI
HHopMaLUHU

[TocTtpoenune cucremnl obOecrieuenust oOeszomacHoctu [/l UCITTa OOO
«Cromaroyioruueckasi oJIMKIMHUKA «JIa3ypb» U ee GyHKIIMOHUPOBAHUE JOJIKHBI
OCYIIECTBIISITHCS B COOTBETCTBUU CO CIEAYIONTUMU OCHOBHBIMH MPHUHITUTIAMH:

* 3aKOHHOCTH;

* CHCTEMHOCTD;

* KOMILJIEKCHOCTb;

*  HENPEPHIBHOCTH;

* CBOEBPEMEHHOCTH;

* TIPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHUS;
* TIepCOHAJIbHAs OTBETCTBEHHOCTD;

*  MHHUMM3AIUS TOJTHOMOYHM;

* B3aUMOJICHCTBHE U COTPYAHUYECTBO;

* THOKOCTbH CHCTEMBI 3aIIIUTHI;

* OTKPBITOCTH AJITOPUTMOB U MEXaHU3MOB 3aIIUTHI;

* TIPOCTOTa MPUMEHEHUS CPEJICTB 3aIUTHI;

* Hay4Has 000CHOBAHHOCTh M TEXHUYECKAS PEATU3yEeMOCTh;
* crnenuanuzanus u npohecCuoHAIN3M;

* 00s13aTeIBbHOCTH KOHTPOJIA.

3aKOHHOCTH
[Ipeanonaraer OCyIIECTBICHUE 3aIUTHBIX MEPONPUITHH U pa3paboOTKy

C3I1Je OO0 «CromaTonornyeckas MOIUKINHHUKA «Jla3ypp» B COOTBETCTBHM C
JIEUCTBYIOIIMM 3aKOHOAATeNbcTBOM B oOjactu 3ammtel [IJIH u  apyrux
HOPMATHUBHBIX aKTOB MO 0€30MacHOCTH MHGOPMAILMH, YTBEPKICHHBIX OpraHamMu

I‘OCYI[&pCTBCHHOﬁ BJIACTH U YIIPABJICHHA B IIPCACIIAX UX KOMIICTCHIINU.
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[Tons3zoBatenn u ob6cmyxkuBatomuii nepconan I[Iln UCIIJm OOO
«Cromaroynioruueckasi MOJUKIMHUKA «Jla3yph» TOJDKHBI OBITH OCBEIOMJIEHBI O
nopsiike paboThl C 3amuiaeMod uHpopMarelr U 00 OTBETCTBEHHOCTH 3a
HapyuieHue nopsaka 3amuTel [T/1H.

CucremMHOCTH
Cuctremusbiii noaxon k noctpoenuto C3II[Jx OOO «Cromaronornueckas

nonukiauHuka  «Jlazype»  mpenmosaraeT  y4eT  BCEX  B3aMMOCBSI3aHHBIX,
B3aUMOJICHCTBYIOIIIUX W HW3MEHSIONIMXCS BO BPEMEHM DJIEMEHTOB, YCJIOBUH U
(hakTOpOB, CYIIECTBEHHO 3HAYUMBIX [IJI1 TOHUMAHMUs M PEIICHHS MPOOJIEMbI
obecrieuenust Oe3omacHoctn [IJIn  UCII/H 00O «Cromarojoruueckas
MOJIMKIIMHUKA «JIa3ypby.

[Ipu co3ganuu CHUCTEMBI 3alllUThl JOJDKHBI YUYUTHIBATHCA BCE cllabble H
HauOosiee ysA3BUMBIE MecTa cucTeMbl 00pabotku II/[H, a Takke xapakrep,
BO3MOJKHBIE OOBEKTHI U HAIlpaBJIEHUsI aTaK Ha CUCTEMY CO CTOPOHBI HapyIIUTEIeH
(ocobeHHo BBICOKOKBaJTU(DUITUPOBAHHBIX 3JI0YMBIIICHHUKOB), nyTH
MIPOHUKHOBEHUsI B pacnupenenennbie cucteMbl 1 HCJl x mndopmamuu. Cuctema
3alUTHl JIOJDKHA CTPOUTHCS C YUYETOM HE TOJBKO BCEX M3BECTHBIX KaHAJIOB
nporukHoBeHus 1 HCJ| k uadopmaiuu, HO U ¢ y4€TOM BO3MOKHOCTH TOSIBICHUS
MPUHIUITHAIBHO HOBBIX MTyTEH peanu3aiuu yrpo3 0€30MacHOCTH.

KoMILuIeKCHOCTH
KomrnekcHoe HMCIoib30BaHUE METOJIOB M CPEICTB 3alIUTHI MPEANOJaraet

COTJIaCOBAHHOE NMPUMEHEHHE PA3HOPOAHBIX CPEACTB MPHU MOCTPOSHUU LIETIOCTHOM
CUCTEMBl 3allUThl, MEPEKPHIBAIOIIECH BCE CYUIECTBEHHbIE (3HAYMMBbIE) KaHAJIBI
peanuzanuu yrpo3 U He cojliepikalleil ciaabblXx MECT Ha CThIKax OT/ACNIbHBIX €€
KOMITOHEHTOB.

3amura A0HKHA CTPOUTHCS AUIETOHUPOBaHO. I KaK0ro KaHaia yTeUKd
uHbopMalM W IS KaXJO0M yrpo3bl 0€30MacHOCTH JIOJDKHO CYIIECTBOBATh
HECKOJIbKO 3alIUTHBIX pyOexeil. Co3nanue 3aluTHRIX pyOekeil OCyIIeCcTBISIETCS C

YU€eTOM TOTO, YTOOBI IJIA UX MPCOAOJICHUS IMOTCHIHUAJIBHOMY 3JIOYMBIIIJIICHHUKY
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TpeOoBaNUCh MPOPECCUOHAIbHBIE HABBIKM B HECKOJbKMX HEB3aMMOCBS3aHHBIX
00JacTsX.

BHewmnsas 3amura A0DKHA obOecrneuuBaThCcsl (PU3MYECKUMH CPEACTBaMH,
OpraHU3allMOHHBIMU M MPAaBOBbIMU MepaMu. OJHUM U3 Haubolsiee YKPEIUICHHBIX
pyOexelt mpu3BaHbl OBITH CPEACTBA KPUIITOTPAPUUECKOM 3aIIUTHI, peaii30BaHHbIC
¢ wucnojb3oBaHueM TtexHonoruu VPN. IlpukimangHoii ypOBEHb  3allUTHI,
YUUTBHIBAIOIIUNA OCOOEHHOCTH MPEIMETHON 00JacTH, MPEACTaBIseT BHYTPEHHUU
pyOeK 3aIUTHI.

HenpepsiBHocTh 3amuthl I1/1H
3amura II/lH — HEe pa3oBoe MEpONpPHUATHE U HE MPOCTasi COBOKYIMHOCTH

MIPOBECHHBIX MEPONPHUATUNA U YCTAHOBIICHHBIX CPEJICTB 3aIIUTHI, @ HETPEPHIBHBIN
I[eJICHANPABICHHBIM TPOIECC, NPEANOJaramIllfil MPUHITHE COOTBETCTBYIOIIMX
Mep Ha Bcex Atanax xu3HeHHoro nukina UCI/IH.

NCIIH nomkHBI HAXOAUTHCS B 3alIUIIEHHOM COCTOSIHUW Ha MPOTSKEHUH
BCEr0 BpeMEHU UX (PYHKIIMOHUPOBAHUSA. B COOTBETCTBUM C ATUM MPHUHIIUIIOM
JOJDKHBI  TIPUHUMAThCS Mephl 1o  HemonymeHuto nepexoga WCII[Ia B
HE3alHUIIEHHOE COCTOSTHHUE.

BonpmuHCTBY (PU3MYECKUX W TEXHUYECKUX CPEJCTB 3allUTHl IS
3 PEKTUBHOTO  BBITIOJTHEHUS CBOMX (PYHKUIMA HeoOXoauma TMOCTOSIHHAs
TEXHUYECKAs u OpraHHU3alMOHHAs (aaMuHUCTpATUBHAS) MOJIEPIKKa
(cBOeBpeMeHHasi CMEHa U O00eCleueHHe MPABWIBHOTO XpaHEHUS W MPUMEHEHUS
MMEH, TapoJiel, Kirouel mudpoBaHUs, MepeonpeaeicHue MOJTHOMOYHN U T.I1.).
[lepepriBBI B paboTe CpEACTB  3allUTBl  MOTYT OBITh  HMCIOJIb30BaHbI
3JIOYMBINIJICHHUKAMH JUISl aHaJIW3a MPUMEHSIEMbIX METOJO0B M CPEJICTB 3aIllUTHI,
JUTISL BHEAPEHUS CTICIIMAIbHBIX TPOTPAMMHBIX U almapaTHbIX "3aKJIaloKk" U Ipyrux
CPEACTB  TPEOJNOJEHUS CHCTEMbl  3alllUThl  IIOCJE€  BOCCTAHOBJICHHMS €€

(GyHKIHOHUPOBAHUS.
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CBOEBpPEMEHHOCTH
[Ipennonaraer ynpexaaromuil xapakrep mep oOecrieyeHus: 0e30MacHOCTH

IT1/IH, TO ecTh MOCTAHOBKY 3a/1a4 1o koMmIuiekcHou 3amure UCIIIH u peanu3zanuio
Mep obecnieyenus: O6e3onacuoctu I1/In Ha panHux craausx pazpadborku MCIIIH B
IIEJIOM U €€ CUCTEMBI 3aluThl HHGOPMAIIUU, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alIUTHI JOJKHA BECTUCH MAapaIeNIbHO C pa3paboTKOM
M pa3BUTHUEM CaMOM 3allMINAEMON CHUCTEMBl. DTO MO3BOJIMT y4ecTh TpeOOBaHUs
0€301acCHOCTU TIPU MPOCKTUPOBAHUM APXUTEKTYPHl U, B KOHEYHOM CYETE, CO3/aTh
oonee sddexTuBHBIE (KaK IO 3aTpaTaM peCcypcoB, TaK U TO CTOMKOCTH)
3alIUIIEHHBIE CUCTEMBI.

HpeeMCTBEHHOCTb N COBCPIICHCTBOBAHHUEC
Hpe;monaranT IMOCTOAHHOC COBCPHICHCTBOBAHHUC MCP M CPCACTB 3alIMThI

nH(pOpMaIM Ha OCHOBE IMPEEMCTBEHHOCTH OPTaHMU3AlMOHHBIX W TEXHUYECKUX
peleHnii, KaapoBOTro cocTtaBa, aHanuza ¢GyukiuonupoBanus HWCIIIn u ee
CHCTEMBI 3alIMTBl C YYETOM HM3MEHEHMH B METOJAaX M CPEIACTBAX IIepexBara
nHpopMaly, HOPMATUBHBIX TpeOOBaHMM TIO  3alUTE, JOCTUTHYTOTO
OTEUYECTBEHHOT'O U 3apy0OEKHOTO OMbITA B 3TOM 00JIACTH.

IlepconajibHAsi OTBETCTBEHHOCTH
[Ipenmnonaraer  BO3JIO)KEHHME  OTBETCTBEHHOCTHM  3a  oOecreuyeHue

o6e3zonacHoctu [I/lH m cuctembl UX OOpabOTKM Ha KaXJAOro COTPYIHUKA B
npeaenax ero NoJIHOMOYMi. B COOTBETCTBUM € 3TUM NPUHUMUIIOM pacIlpeaecHue
npaB ¥ 00sS3aHHOCTENW COTPYAHUKOB CTPOUTCA TaKHMM 00pa3oMm, 4yTOObI B cCilyyae
J000ro HapylleHHUs KPyr BHUHOBHUKOB OBbUI YETKO HM3BECTEH WM CBEIEH K

MHUHUMYMY.

IpuHUMT MUHUMHU3AUA TOJTHOMOY MM
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O3Hayaet NpeaoCTaBICHUE MOJIb30BATENSIM MUHUMAJIIBHBIX MPAB JIOCTYIA B
COOTBETCTBUHM C MIPOU3BOJICTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE TIPUHIIMIIA «BCE,
YTO HE Pa3pelIEHO, 3aPEICHOY.

Hoctyn k [1/IH momkeH mpeaoCTaBIsITECA TOJIBKO B TOM Clydae U o0ObeMe,
€CIM JOTO HEOOXOAUMO COTPYAHUKY JUIsl BBITIOJHEHUS €ro JOJDKHOCTHBIX

00s13aHHOCTEMN.

B3auMonencTBue M COTPYAHUYECTBO
IIpennonaraer co3naHue OnaronpusATHOM aTMocdepbl B  KOJUIEKTHBAaX

MOJIPA3/ICIICHUM, 00ecIeYnBaIONINX JEATEIIBHOCTh NCII/In 000
«Ctomarosiornueckas TONUKIMHUKA «Jla3ypb», 1 CHUXEHHS BEPOATHOCTHU
BO3HUKHOBEHUSI HETATUBHBIX JIEUCTBUIN CBSI3aHHBIX C YEJIOBEUECKUM (PAKTOPOM.

B rtakoii 00cCTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAHHO COOJIONATH
YCTAHOBJICHHBIE TMpaBWja M  OKa3blBaThb COACHCTBUE B  JEATEIBHOCTH
MoApa3AeICHUN TEXHUYECKOM 3alTuThl HH(OPMAIIUH.

I'moxocThb cucremsl 3amuTsl [1/1H
[IpuHsaTbie Mepbl M YCTAaHOBJEHHBIE CPEJCTBA 3alllUThl, OCOOCHHO B

HaYyaJIbHBIN MEPUOJ X IKCIUTyaTallui, MOTYT 0OecrieunBaTh KaK Ype3MepHbIii, TaK
M HEJAOCTAaTOYHbIM ypoBeHb 3amuThl. [l obOecrnedeHus BO3MOXKHOCTHU
BapbUPOBAHUS YPOBHEM 3alIMIIEHHOCTH, CPEACTBA 3aUIUTHI JIOJLKHBI 00J1aaTh
onpeeneHHON THOKOCThI0. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SBIISETCS B TEX
CllydasiX, KOTJla YCTaHOBKY CpPEACTB 3alllUThl HEOOXOJUMO OCYIIECTBISATH Ha
paborarollylo  cucTeMy, HE  Hapylas  Ipolecca €€  HOPMaJbHOIO
(GyHKIHOHUPOBAHUS.

OTKprTOCTb AJITrOpUTMOB 1 MEXAHU3MOB 3aIlIUTHI
CYTB npuHOUIIa OTKPBITOCTHU AJITOPUTMOB U MCXAHU3MOB 3allIUTBI COCTOUT B

TOM, YTO 3alllUTa HE JOJDKHA OOECIEeUMBaTHCA TOJBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOW OpraHM3allid U aJIropuTMOB (YHKIIMOHUPOBAHUS €€ IOJCUCTEM.

3HaHue AJIrOPUTMOB pa6OTBI CHUCTCMBI 3allIUTBI HC JOJI’KHO JaBaTb BO3MOZKHOCTH
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ee npeoaoJieHus (naxxe aBropam). OaHaKo, 3TO HE O3HA4YaeT, yTO WHPopMaLHsa O

KOHKPETHOM CHUCTEME 3aIUThI I0JKHA OBITH OOIIEO0CTYITHA.

IIpocToTa NpUMeHEeHUsI CPEACTB 3aIUThI
MexaHu3MBbl 3alUThl JOJDKHBI OBITh MHTYUTHBHO TOHATHBI U TPOCTHI B

UCIOIb30BaHuU. [IprMeHeHue CpeicTB 3alUThl HE JOJDKHO OBITH CBS3aHO CO
3HAHUEM CHENUATbHBIX S3BIKOB WJIW C BBHINIOJHEHUEM JCHCTBUM, TpeOyOImMX
3HAYMTENIPHBIX  JOMOJHUTEIBHBIX  TPyJO3aTpaT Mnpu  OObIYHOM  pabote
3apErUCTPUPOBAHHBIX YCTAHOBICHHBIM TOPSJIKOM IOJIB30BATENC, a TAaKKe HE
JIOJDKHO TpeOOBaTh OT MOJIb30BATENsl BBITIOJIHEHUS PYTUHHBIX MAJOMOHSATHBIX €My
oneparuii (BBOJ HECKOJBKUX MapoJie U UMEH U T.1.).

JlomkHa JOCTUTaThCsl aBTOMATH3allMsd MaKCUMAJIBHOTO 4YHUCTa JACHCTBUM

nonb3oBaresied u anMuauctpaTopos UCIIIH.

Hay4yHnasi 000CHOBAHHOCTDH M TEXHUYECKASl PeajTu3yeMoCTh
NudopManimoHHbie TEXHOJIOTUH, TEXHUYECKUE U MPOTPAMMHBIE CPEJICTBA,

CpeACTBa M MeEphl 3alllUThl HMHQPOPMAIIMU JOJDKHBI OBITh peajnu30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHS HAYKH W TEXHUKH, HAy4YHO OOOCHOBAaHBI C TOUKHU
3peHHs JOCTHXKEHHUS 3aJJaHHOTO YPOBHSI 0€30MacHOCTH MHOOPMAIMK U JOJDKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaM M TPEOOBaHUSM IO O€30MaCHOCTH
[T]1H.

C3I1u nomxHa OBITh OPUCHTUPOBAHA HA PEIICHUS, BO3MOXHBIC PUCKH TS
KOTOPBIX W MeEpbl MNPOTUBOACHUCTBUS ASTUM PHUCKAM MPOIUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U MTPAKTUUYECKYIO IPOBEPKY.

Crnenuanu3anus 4 npogeccuioHaIu3M
[Ipennonaraer mpuBieUYeHHE K pa3pabOTKE CPEACTB M pealu3alud Mep

3alUThl  WHQOpMAlMK  CHEHUATU3UPOBAHHBIX  OpraHU3aIMi, Hanboee
MOATOTOBJICHHBIX K KOHKPETHOMY BHAY JCSATEIBHOCTH 10 OOECIICUCHUIO

6e3onacHoctu [1/1H, UMEIOIIMX OMBIT MPAKTUYECKON pabOThl U TOCYIAPCTBEHHYIO
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JUIEH3UI0 Ha TMpaBO OKa3zaHUd yciIyr B 93TodM oOnactu. Peanuzanus
aIMUHUCTPATUBHBIX MEp M  OKCIUIyaTalus CPEACTB  3allUThl  JIOJKHA
OCYIIECTBIISIThCA TMPO(HECCHOHAIBPHO MOATOTOBICHHBIMU criennaiuctamu OO0
«Cromaronornyeckasi MOJIUKINHUAKA «JIa3ypby.

00s132TEILHOCTH KOHTPOJIS
[Ipennonaraer o00sA3aTENbHOCT U CBOEBPEMEHHOCTb  BBISBICHUSA U

MpECeUYeHUs TIOMBITOK HAPYIICHUS YCTAHOBICHHBIX TMPaBWI 0OecHeYeHUs
oezonacHoctu IIJlH Ha OCHOBE HCMONB3YEeMBIX CHUCTEM U CPEACTB 3allUThI
nHpopMalMK TMpPU  COBEPIICHCTBOBAHUM KPUTEPUEB U  METOJOB  OIEHKHU
() PEKTUBHOCTH ATUX CUCTEM U CPEJICTB.

KoHTponb 3a AesTenbHOCTHIO JIFOOOr0 MOJb30BATENS, KAXKIOTO CPEACTBa
3aIUTHl U B OTHOIICHHUH JIFOOOT0 O0BEKTa 3allUThI JIOHKEH OCYIIECTBIATHCS Ha
OCHOBE MIPUMEHEHHS CPEJCTB ONEPATUBHOTO KOHTPOJS U PETUCTPAIMU U JOJIKEH
OXBaThIBaTh KaK HECAaHKIIMOHUPOBAHHBIC, TAK M CAHKIIMOHUPOBAHHBIC ICHCTBUS

OJIL30BATEIIEN.
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6 Mepsbl, MeTOABI U CpeICTBA 0O0ecnedeHnsi TpedyeMoro ypoBHs
3aIMINEHHOCTH

Obecnedenne TpeOyeMoOro ypoBHs 3alllUIEHHOCTH JOHKHOCTU JOCTUTaThCs
C UCIOJIb30BaHMEM MeEp, METOJ0OB U CpeACTB Oe3zomacHOocTH. Bce Mepsl
obecneuenus 6ezonacHoctu MICIIIH nonpasnensitores Ha:
* 3aKOHOJIaTeJIbHBIC (ITPABOBBIC);
*  MOpaJIbHO-ITHYECKUE;
* OpraHM3alMoHHbIC (aAMUHUCTPATUBHbIE);
* (usnueckue;

* TEXHUYECKHE (armapaTHbie U MPOrPaMMHEIE).

3akoHoAaTeIbHbIE (IPABOBbIE) MEPbI 3AIUTHI
K mpaBoBeIM Mepam 3alIuThl OTHOCATCS JIEUCTBYIOIIME B CTPaHE 3aKOHHBI,

yKa3bl 1 HOPMaTHBHBIE aKThl, periaMeHTHpytolue npasuia odpamienus ¢ [1/1H,
3aKpeIIAIoIINe TIpaBa U 00s13aHHOCTH YYaCTHUKOB UH()OPMAIIMOHHBIX OTHOLIEHUMN
B Ipoluecce ee OOpabOTKM U HCIONb30BaHMS, a TaKXKE YCTaHaBIMBAIOILIUE
OTBETCTBEHHOCTh 3a HApYyLICHHWs JTUX MpaBWJl, NPEMATCTBYS TEM CaMbIM
HEMPAaBOMEPHOMY HUcCHoib30BaHui0 IIJ[H W gBisAOmMECS COEPKUBAIOIIUM
(bakTopoM 7151 NOTEHLUATbHBIX HApyIIUTENEH.

IIpaBoBbIE  MeEpbl  3allUTBl  HOCAT B  OCHOBHOM  YINPEKIAIOIIUIA,
npouIaKTHUECKUI XapakTep U TpeOyIOT MOCTOSHHON Pa3bsiCHUTEIbHON paboThI C
II0JIb30BATENIIMU U 00CTYKUBAIOLIUM IIEPCOHATIOM CUCTEMBI.

MopajibHO-3THYEeCKHE MepPbl 3alUThI
K MOpanpHO-3THYECKMM MepaM OTHOCSTCA HOPMBI IMOBEIEHHUS, KOTOPBIE

TPAIUIIMOHHO CJIOKUJIMCh WJIM CKJIAJIBIBAIOTCA MO Mepe pacnpocTtpanenus OBM B
CTpaHe WM OOmecTBe. OTU HOPMBI OOJIBIIEH YacThblO HE  SBISIOTCS
00sI3aTeNIbHBIMU, KaK 3aKOHOJIaTEeJIbHO YTBEPKJICHHBbIC HOPMATHUBHBIC AaKThI,
OJIHAKO, UX HECOOJII0JICHHE BeJeT OOBIYHO K MaJCHUIO0 aBTOPUTETA, MPECcTHkKa

YCJIOBCKA, I'PYIIIILI JIML UJIX OPTaHU3alU. MOpaJ'IBHO-G)TI/I"IeCKI/Ie HOPMBI OBIBAIOT
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KaK HelucaHble (Harmpumep, oOuienpu3HaHHbIE HOPMbl YeCTHOCTH, MATPUOTHU3MA U
T.I.), TaK ¥ MHUCaHbIE, TO €CTh O(POpPMIIEHHBIE B HEKOTOPHIHA CBOJ (YyCTaB) MpaBuII
WJIU TIPEATTUCAHUN.

MopanbHO-3THYECKHE MEPBI 3allUThl SABISIOTCS NPOPUIAKTUYECKUMHU U
TpeOyIOT MOCTOSHHON pabOThI MO CO3JaHUIO 3I0POBOTO MOPAJIBHOTO KJIMMAaTa B
KOJUIEKTHBAX MOApAa3AeNeHUd. MOpalbHO-ITUYECKUE MEPBI 3aLIUTHl CHHKAIOT

BCPOATHOCTH BOSHUKHOBCHHA HCTATHBHBIX HeﬁCTBHﬁ CBs3aHHBIX C YCJIOBCUYCCKUM

(haxTopoMm.
OpranuszanuoHHble (AAMUHUCTPATHUBHBIE) MEPbI 3AIIUTHI
Opra"uzanyioHHble (aMUHUCTPATUBHBIC) MEPHI 3aIIUTBl - 3TO MEPHI
OpraHMU3alMOHHOTO Xapakrepa, pETIAMEHTUPYIOLINE IIPOLIECCHI

¢byukunonuposanuss UCIIH, ucnons3oBanue pecypcoB MCII/IH, nesarenbHOCTh
00CITY>KMBAIOIIETO MEePCoHaNa, a TaKXKe MOPSAJ0K B3aUMOJEHCTBUS MOJIb30BaTENEH
¢ UCIIJx Ttakum oOpa3oM, 4ToObl B HauOOJbIIEH CTENEHU 3aTPYIHUTH WIH
UCKIIIOUYUTh BO3MOKHOCThH peain3alliu yrpo3 0€30MacHOCTH WA CHU3UThH pa3Mep
IIOTEPH B CIIy4ae UX peaIU3aluu.

['maBHast uenb aAMUHUCTPATUBHBIX Mep — cdopmupoBaTh lloauTuky
uHpopmarmonHor Oe3omacHoctu II/IH (oTpakamomiyr0 TOAXOIbI K 3al[uTe
uH(popMaIn) U 00ecieunTh €€ BHIIIOJIHEHHE, BBIIEIAS HE0OXOIUMbIE PECYPCHl U
KOHTPOJIUPYS COCTOSIHUE JIEJI.

Peanuzanusa Ilonmutuku mHpopmarnmonHoit 6e3omacHoctu [1/In B UCIIIH
COCTOSIT U3 MEp aAMUHUCTPATUBHOTO YPOBHS U OPTraHU3AIMOHHBIX (IIPOLIETYPHBIX )
Mep 3aluThl HHpOpMaIUK.

K agMuHHCTpaTHBHOMY YypOBHIO OTHOCATCS PELIEHUS PYKOBOJICTBA,
3arparuBaromue aestenbHocTs UCII/IH B memoM. OTH penieHus 3aKperuisitoTcs B
[lonutuke uHpopMamoHHON Oe3onacHocTu. [IpuMepoM TakuxX peuieHud MOryT

OBITh:
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* MpUHATHE pelieHus 0 (GOPMHUPOBAHUU WM MEPECMOTPE KOMIUIEKCHON
nporpaMmbl  obecrieuenuss  O6ezonmacHoctd  IIJIH, omnpenenenue
OTBETCTBEHHBIX 34 €€ Pean3aluIo;

* (QopmynupoBaHue  1ened, [OCTAaHOBKA  3aJad, OIpEAeICHUE
HaIpaBJIeHUH esTeIbHOCTU B o0nactu 6e3onacHoctu [1/1H;

* QpPUHATUE PEIIEHWH [0 BONPOCAM  pealu3aluyd  [pOrpamMMbl
0e30MmacHOCTH, KOTOpbIE paccMarpuBaroTcsi Ha ypoBHe OOO
«Cromaronorunyeckas MoauKiInHuka «Jlazyps» B nemowm;

* ob0ecriedyeHMe  HOpMaTUBHOW  (MpaBoBOM)  0a3bl  BOIPOCOB
0€30MacHOCTH U T.1I.

[lonuTrka BEpXHEro ypOBHA JOJKHA YETKO OUYEPTUTH cepy BIUSHUSA U
OrpaHUYEHHUs TpU OmpeeeHun 1enei 6ezonacHoctu I1JIH, onpenenuTs KakuMH
pecypcamu (MaTepualibHble, TEpPCOHAJ) OHU OYAyT JOCTUTHYTHI U HaWTH
pa3yMHBI KOMIPOMHCC MEXIy TNpPHEMIIEMbIM YpOBHEM O€30MacCHOCTH U
¢bynkunonansHocThio UCTI/IH.

Ha opraHM3allMOHHOM YpOBHE OMNPENEIAITCS NPOLEAYpPbl M IpaBHia
JOCTKEHUs 1enelt u pemeHus 3anad [lonutuku naopmanmonHoi 0€30mMacHOCTH
I1/TH. OTH npaBuia ONpPEIEIsOT:

* KakoBa 00JIacThb MPUMEHEHUs MONMUTHKU Oe3onacHocTH [1/1H;

* KaKOBbl POJU M OO0SA3aHHOCTU JOJKHOCTHBIX JIMI[, OTBEYAIOLIUE 3a
npoBesieHne nonuTHKU 6e3onacHoctu I1/IH, a Tak e UX yCTaHOBUTH
OTBETCTBEHHOCTB;

* KTO MMeeT npasa gocryna K [1/1H;

* KakKMMH MepaMH U cpecTBaMu obecnieunBaetcs 3auuTa [1/1H;

* KakUMH MepaMHM M CpEeJCTBaMHU OOecreuyrBaeTCsl KOHTPOJb 3a
COOJIIO/IEHNEM BBEJICHHOI'O PEKHMMa OE30MaCHOCTH.

° OpFaHI/I3aHI/IOHHBIC MCPBI JOJI’KHBI:
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npeaycMaTpuBaTh — perjiaMeHT  MH(POPMAIMOHHBIX  OTHOIICHUH,
HCKIIFOYAIOIINX BO3MOKHOCTh HECAHKIIMOHUPOBAHHBIX JICMCTBUM B
OTHOIIIEHUU OOBEKTOB 3aIUTHI;

ONPENEIIATh KOAJUIIMOHHBIE U UEPAPXUUYECKUE MPUHLUIIBI U METObI
pasrpanndeHus nocryna K [1/1H;

OTpEeNeNATh MOPSAI0K PabOThl C MPOrpPaMMHO-MAaTeMAaTHYECKUMHU U
TeXHUYECKUMU (armapaTHpie) CPEACTBAMH 3aIUTHI U KPUIITO3AIUTHI
Y IPYTUX 3alIATHBIX MEXAHU3MOB;

opranu3oBaTh Mepbl mpotuBoneiicTBuss HCJ] momnbs3oBatensmu Ha
aranax ayTeHTU(UKALINH, aBTOPU3aLIUH, uaeHTuuKanmy,
o0ecrieunBalOINX TapaHTUM peaiu3allid MpPaB U OTBETCTBEHHOCTHU

CyOBEeKTOB MH(DOPMAIIMOHHBIX OTHOIIICHUH.

Opranu3aniMoOHHbIE MEPBI JOJKHBI COCTOSTh U3:

pernamenTa goctyna B nomenienus MCII/Ix;

MOPSIAOK JIOIYCKAa COTPYAHUKOB K MCIOJIb30BaHUIO pecypcoB UCIIIx
00O «CromaTosiornyeckasi NOJUKINHUKA «JIa3ypb»;

perjiaMeHTa IMpolLeccoB BeaeHMs 0a3 JaHHBIX M OCYIIECTBICHHS
MoAU(pUKAIMHA HHPOPMALIMOHHBIX PECYPCOB;

perjiaMeHTa  MpoLEecCOB  OOCIYXMBaHHMS M OCYUIECTBICHUS
MOAM(UKALNU aNapaTHEIX U porpaMmMHubix pecypcoB UCTI/IH;
uHcTpykumii  mons3oBatenedt WCII[n (aamunuctpatopa WCII/H,
aaMuHHUCTpaTopa 6e3onacHoctu, oneparopa UCII/IH);

MHCTPYKLMS TIOJIb30BATENsl IMPU BO3HUKHOBEHWH BHEIITATHBIX
CUTYAIUN.

MHCTPYKIIHUS 110 pa3MeIleHno, 000pyI0BaHUIO U OXpaHe MOMEIEHUH,

rac XpaHATCA IMEPCOHAIBHBIC HAHHBIC, IO XPAHCHHIO ICPCOHAJIBHBIX
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JaHHBIX Ha 6YMa)KHBIX HOCHUTCIIIX U ITOPAAKY pa6OTBI HUCHOJIHUTEICH

C ICPCOHAJIbBHBIMH NdHHBIMHU HA 6YMEDKHBIX HOCHUTCIIAX I/IH(l)OpMaHI/II/I.

dusnyeckre Mepbl 3alUTHI
@dusnyeckue Mepbl 3allUThl OCHOBAHBI HAa IPUMEHEHHUM pAa3HOro0 poja

MEXaHUYECKUX, ANEKTPO- WM BJIEKTPOHHO-MEXAaHUUYECKUX YCTPOWCTB H
COOPY)KEHUH, CHeHuanbHO TMpeAHa3HAYEHHBIX IS CO3JaHus  (PU3NYECKUX
MPEMATCTBUN Ha BO3MOKHBIX MYTSIX MPOHUKHOBEHUS M JOCTyNa MOTEHIHAIBHBIX
HapylIuTeNe K KOMIOHEHTaM CHCTEMbl U 3alllMIIaeMOil MH(pOpMaluU, a TakkKe
TEXHUYECKUX CPEACTB BHU3YAIbHOIO HAOMIOACHUS, CBSI3M U OXpaHHOU
CUTHAIU3aLIHH.

duznyeckas 3aliMTa 3JaHUNA, TOMEIICHHH, OOBEKTOB U  CPEJCTB
uH(popMaTH3aIUU JOJIKHA OCYILECTBIISITHCS yTeM YCTaHOBJIEHUS
COOTBETCTBYIOIIUX IOCTOB OXPaHbI, C MOMOUIBI0 TEXHUYECKUX CPEICTB OXPaHbI
WIK JIOOBIMH JPYTMMH CIOCO0aMH, MPEeAOTBPAIIAIONIMMU WU CYHIIECTBEHHO
3aTPYAHSIOIIMMU NPOHUKHOBEHUE B 3/1aHUE, NOMEUIEHHA IOCTOPOHHUX JIUI,
XHILEHHEe HMH(POPMALIMOHHBIX HOCHUTENIeH, caMuX CpelICcTB HHGOpMaTH3alUH,
MCKITIOYAIOIIUMH HAaXO0KJIEHHE BHYTPU KOHTPOJUPYEeMOH (oXpaHseMOil) 30HbI

TCXHUYCCKUX CPCACTB PA3BCIAKMU.

AnmnapaTtHo-nporpaMMHble cpeactsa 3amuThl I1/{n
TexHuueckue (anmapaTHO-MPOrpaMMHbBIE) MeEphl 3alIUThl OCHOBAaHbI Ha

WCIIOJIb30BaHUU PA3JIMUHBIX JICKTPOHHBIX YCTPOUCTB U CIEIHATBHBIX MPOrPaMM,
Bxoasamux B coctaB VICII/IH 1 BRIMOSHAIONINX (CAMOCTOSITETLHO WJIM B KOMIUIEKCE
C IPYTUMH CpeACcTBaMM) (DYHKIIUU 3aIUTHl (MICHTU(PUKAIIMIO U ayTCHTUDUKAITUIO
MOJIb30BaTeNIel, pa3rpaHUUYCHUE JOCTyINa K pecypcaM, PErucTpaluio COOBITUH,

Kpunrorpadguyeckoe 3aKpbiTie nHGOpMauu 1 T.1.).
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C yuyeTom Bcex TpeOOBaHMI U MPUHIMIIOB obecniedeHus: 6e3onacHoctu [1/1H

B I/ICHI[H IO BCCM HAIIPABJICHUAM 3alIUThBI B COCTAB CUCTCMbI 3allIMThI HOJIZKHBI

OBITH BKJIFOUCHBI CIIECTYIONINE CPEICTBRA:

cpeacTBa wuaeHTUGUKAUU (OMO3HABAHUSA) H  ayTeHTUDUKAIIMU
(moaTBEPKICHHS TTOIMHHOCTH ) nosib3oBaTenedt NCIIIH;

CpelcTBa pasrpaHU4eHHUs J0CTyTa 3apeTUCTPUPOBAHHBIX
nonb3oBarene  cucteMbl Kk pecypcam  HCIIIx ~ OOO
«CTtomaronoruyeckas noiukinHuka «Jlazypby;

cpelncTBa OOECHeYeHHs] M KOHTPOJISI IEJIOCTHOCTH MHPOrpaMMHBIX H
MH(OPMAIMOHHBIX PECYPCOB;

CpElCTBA OINEPATUBHOIO KOHTPOJSI W  PETUCTPALMU  COOBITHIM
0e30IacHOCTH;

Kpunrorpapuyeckue cpeacTna 3amuThl [1/]H.

VYcneninoe MNPUMCHCHHUC TCXHUYCCKUX CPCACTB 3alllUTbl HA OCHOBAHHUU

OpUHIUIOB (pa3fen 5) mpeanosiaraer, YTo BBINOJIHEHHE IMEPEUYUCICHHBIX HUXKE

TpeOoBaHMI 0OECIIEYeHO OPraHMU3ALMOHHBIMU (aAMUHUCTPATUBHBIMH) ME€paMu U

HCITIOJIb3YCMbIMHU (1)I/ISI/II'ICCKI/IMI/I CpCACTBAMU 3allIUTHI:

obecnieueHa usndeckas 1eI0cTHOCTh Bcex komrnoneHT UCIT/IH;
KaKIpld  coTpynHuk  (monb3oBarens MWCII[H) wim  rpynma
MOJB30BATENIE HMMEET YHUKAJIbHOE CHUCTEMHOE MM M MUHHUMAaJIbHO
HEOOXOIUMBbIE [IJIi BBIMOJHEHHS] WM CBOUX (DYHKIIMOHAJIBHBIX
00s13aHHOCTEH MOJTHOMOYHS TI0 JOCTYIY K pecypcam CUCTEMBbI;

B HCIIJn OOO «Cromarosoruyeckas NOJUKIMHUKA «Jla3ypb»
pa3paboTka M OTJIaJKa IPOrpaMM OCYIIECTBISETCS 3a MpelesiaMu
HCII/IH, Ha UCHIBITAaTEIILHBIX CTeHIAX;

BCE U3MEHEHUsS] KOHQPUTYypallMM TEXHUYECKUX M MPOTPAMMHBIX
cpencts MCII[IH npou3BOASTCS CTPOro YCTAHOBJIECHHBIM MOPSIAKOM

(perucTpupyroTcsi M KOHTPOJIMPYIOTCS) TOJBKO HAa OCHOBAaHUHU
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pacnopsiKeHU PYKOBOJCTBA 000 «Cromarosioruueckas
MOJIMKIIUHUKA «J[a3ypby;

CEeTeBOEC obopymoBaHue (KOHIIEHTPATOPBHI, KOMMYTaTOPHI,
MapHIpyTU3aTOPHI U T.I1.) PAcIoyiaraeTcsi B MeCcTax, HeIOCTYITHBIX JIJIS
MMOCTOPOHHUX (CIEUANIBHBIX TOMEILCHUSX, Kadax, u T.11.);
crenuanucramu OO0 «Cromaronorndeckas NOJUKIMHUKA «Jla3ypb»
OCYIIECTBIISICTCS. HEMPEPHIBHOE YIIPaBIECHUE W aJIMUHUCTPATUBHAs

MMOAACPIKKaA (I)YHKHI/IOHI/IPOBaHI/ISI CpCACTB 3allIUTHI.
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7 Konrpoas 3¢pdpexrusnoctu C3IAH

Kontpons sddexkruBnoctn  C3II[IH  10mKEeH  OCYIIECTBISIETCS  Ha
nepuoguyeckoil  ocHoe.  Llenpto  KOHTpodss  3(QPEKTUBHOCTU  SIBISETCS
CBOCBPEMEHHOE  BBISIBJICHHE HEHajexaumx pexumoB padotel  C3IIdH
(oTKIIIOUEHHE CPEACTB 3aIUTHI, HapylleHUe PEKUMOB 3aIIMTHL,
HECAaHKIIMOHUPOBAaHHOE M3MEHEHHWE pexuma 3aluThl W T.0.), a TakK
MIPOTHO3UPOBAHUE U TPEBEHTUBHOE pPEArMpOBaHME HA HOBBIE  YIPO3bI
oe3omacHoctu [1]1H.

KoHTponbs MOXXeT NpoOBOAMUTHCS Kak aJIMHUHHUCTpaTOpaMu O€30MacHOCTH
UCIIln  (omepaTUBHBI  KOHTpPOJIb B  mpouecce  HMHPOPMALHUOHHOTO
B3aumogericteuss B MCIIIH), Tak © TpuUBICKaeMbIMH JUIi DTOM 1ENHU
KOMIIETEHTHBIMU ~ OpraHM3alUsMH, HWMEIOIIMMH JIMUEH3UI0 Ha J3TOT BHJ
nearenpHocT, a Takke DCTOK Poccum m OCb Poccum B mpexpenax Hx
KOMIIETEHIUH.

KOHTpOsb MOXKET OCYIIECTBISATHCS aAMUHUCTPATOPOM O€30MAaCHOCTH KaK C
MIOMOIIBIO IITAaTHBIX CPEACTB cucTeMbl 3amuThl IIJ[H, Tak W ¢ NOMOIIBIO
CIIEHHUAIIBHBIX TPOTPAMMHBIX CPEACTB KOHTPOJIS.

Onenka >3¢gdexTuBHOCTH Mep 3amuThl [1/IH mpoBoAUTCS ¢ UCTOIB30BAHUEM
TEXHUYECKUX U MPOTPAMMHBIX CpPEICTB KOHTPOJS HAa MPEAMET COOTBETCTBUS

YCTAaHOBJICHHBIM TpC6OBaHI/I$IM.
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8 Cdepsbl oTBeTCTBeHHOCTH 32 Oe3onmacHocTh I1/{H

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb HaJa oOecreyeHueM
0e30MacHOCTH  MEepPCOHANBHBIX  JIAHHBIX  siBIsieTca  pykoBoactBo OO0
«Cromaronornyeckasi MOJUKIMHHMKA  «Jla3ypp». PykoBogurens  MOXKeET
JIeJIETUPOBATh YacTh MOJIHOMOYMIA 0 00ecreyeHuto0 0€30MacHOCTU MePCOHAIBHBIX
JAHHBIX.

Cdepa  OTBETCTBEHHOCTHM  PYKOBOAMTENS  BKJIIOYAET  CIEAYIOIIUE
HarpasieHus odecrieueHus: 6ezonacHoctu 11J1H:

* IlnaHupoBaHue M peanu3als Mep Mo obecrneyeHuio 0e30MacHOCTU
I1]1H;

* Amnanus yrpo3 6e3omnacHoctu [1/1H;

* Pa3paboTky, BHEIpEeHHE, KOHTPOJIb WCIOIHEHHUS M TMOJAep>KaHuE B
aKTyaJbHOM  COCTOSIHUM  TIOJIUTHK, PYKOBOJACTB, KOHUEILHUMH,
MPOLIEAYpP, PETIaMEHTOB, MHCTPYKUHUWA W JIPYTUX OpPraHU3alMOHHBIX
JOKYMEHTOB 110 00€ecTieueHnto 0e30MacHOCTH;

* OOyuenue u uHpopmupoBanue mnonb3zoBateneit UCIIIH, o mopsake
pa6otsel ¢ [1/IH u cpencTBamMu 3alIUTHI;

* IlpenorBpaieHue, BBIABICHHUE, pPEardpoOBaHUE M PaACCIIEIOBAHUE
HapymieHui 6ezonacHoctu [1]1H.

IIpy B3aMMOJEUCTBUM CO CTOPOHHMMM OpraHU3aLMUsIMU B CiIydasix, Koraa
COTPYIHHUKAM 3THX OpPraHU3aLMK MPEAOCTABISIETCS JOCTYN K OOBEKTaM 3alllUThI
(pazzmen 3), ¢ 3TUMH OpraHU3alUsIMU JOJKHO ObITh 3akitoueHo «CoriaiieHue o
KOH(pUIEeHIHanbHOCTHY, Jubo  «CornameHue o0  COOJIOJEHUH  pexuma
6e3onacHoctu [1/1n npu Beimonnenun pa6otr B UCIIdu». [loaroroBka THUMOBBIX
BAPDWAHTOB A3THUX  COIJIAUIEHUN  OCYIIECTBIISIETCS IOpUCTAMHU 000

«CTtomarojiornueckasi NOJUKINHAKA ((H&Bypb».
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9 Mopneb HapymuTesisi 6€30MaCHOCTH

ITox Hapymmtenem B OOO «Cromaronornyeckas NOJUKIMHUKA «Jla3ypb»
MIOHUMAETCS M0, KOTOPOE B PE3yJIbTATE YMBIIUICHHBIX WM HEYMBIIUICHHBIX
JEHUCTBUN MOKET HAaHECTHU ylIepO 00BbEeKTaM 3aIIUThI.

Bce Hapymnrenu nenstes Ha ABE TPYIIIbL:

* BHEIIHME HapylIUTeNu — (U3WYECKUEe JIulla, HE HMEIOIIME TIpaBa
npeObIBaHUS HA TEPPUTOPUU KOHTPOJUPYEMOH 30HBI, B Mpeaenax
KoTopoit pasmemiaetrcsi ooopynaoBanue MCIIJIH, a Tak ke XpaHATCS
[1/11 Ha OyMakKHBIX HOCUTEIISX;

* BHYTPEHHUE HAPYIIUTENU — (PU3NYECKHE JHUIAa, MMEIOIIHUE TMPaBo
npeObIBaHUS HA TEPPUTOPUU KOHTPOJUPYEMOH 30HBI, B Mpeaenax
KoTopoi pasmeriaetrcs ooopynoBanue MCIIJIH, a Tak ke XpaHATCS
[1/11 Ha OyMaX]KHBIX HOCUTEIISX.

* Knaccubukanus Hapymureneil mnpeacTtaBieHa B Monenu yrpos

0e30MmacHOCTH MCPCOHAJIbHBIX TadHHBIX.
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10 Mopaeas yrpo3 0e30nacHOCTH

Hna HUCIIIa OOO «Cromatonoruyeckas NOJUKIMHUKA «Jla3ypb»
BBIICNIAIOTCS  CJIEAYIOIIME  OCHOBHBIE  KaTeropud  yrpo3  0€30MacCHOCTH
IIEPCOHAIBHBIX JTaHHBIX:

*  YTIpo3bl OT YTEUYKH O TEXHUYECKUM KaHAJIaM.

*  Yrpo3bl HECAHKIIMOHUPOBAHHOTO A0CTyNa K UH(pOpMaIuu.

* VYrpo3bl yHUYTOXKEHUS, XHIIEeHUs amnmapatHbix cpencts MWCIIIH
HOcHUTeNled MHpOpMaluKU NyTeM (U3MYECKOro JOCTyIa K AJIeMEHTaM
NCIIn.

* VYrpo3sl XWILIEHHS, HECAHKIIMOHMPOBAHHON MOuUKAIMU WU
OJlokupoBaHusT HMH(pOpMALMKU 32 CYET HECAHKIIMOHHMPOBAHHOTO
nocryna (HCJ]) c¢ npumeHeHueM MporpaMMHO-aNMapaTHBIX H
MPOrpaMMHBIX CPEICTB (B TOM YHUCIE MPOTrpaMMHO-MATEMAaTHUYECKUX
BO3JCHCTBUH).

*  YTrpo3bl HE IPEAHAMEPEHHBIX ICMCTBUM MTOJIb30BATEIIEU U HAPYIICHU N
oezonacHoctu ¢yukimonupoBanus MCIIIn u C3I1/In B ee cocraBe
u3-3a cO0eB B NPOrpaMMHOM OOECHEYEHHH, a TaKXke OT YyIrpo3
HEAHTPOIOTeHHOro  (cO0eB  ammapaTypbl H3-32  HEHAJEKHOCTU
AJIIEMEHTOB, COOEB AJIEKTPONUTAHUS) U CTUXUHUHOTO (YAapOB MOJIHHM,
M0KapoB, HABOJIHEHU U T.I1.) XapaKTepa.

*  YTIpo3bl IIpeIHAMEPEHHBIX IEUCTBUM BHYTPEHHUX HAPYLIUTEIICH.

° YI‘pOBBI HCCAHKIMUOHUPOBAHHOT'O JOCTYIIA IO KaHAJIaM CBA3U.

Omnucanmne YIpo3, BEPOATHOCTD UX pCalin3alliy, OIIACHOCTH U AKTYAJIbHOCTb

MNpCaACTaBJICHbI B ((MOIICJII/I yIrpos 0e30MacHOCTH MCPCOHAJIBHBIX JAHHBIX B

NCITTa».
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11 Mexanu3m peanusauuu [losioxenus

Peamuzanmsa  I[lomoxkeHuss  NODKHA — OCYHIECTBIATBCA  HAa  OCHOBE
MEPCIIEKTUBHBIX MPOTPAMM U IUIAHOB, KOTOPBIE COCTABIISIIOTCS HA OCHOBAaHUHU U BO
UCIIOJIHCHHE:

* (QeaepanbHbIX 3aKOHOB B 00jacTu oOecreyeHus: UH(POpPMaUOHHOM
0€30MacHOCTH U 3alUThl HTHPOPMALINH;

* mnocra”oBieHui [IpasurenscrBa Poccuiickon denepanny;

* PYKOBOJISIIMX, OpraHU3alMOHHO-PACTIOPSAUTENBHBIX "
Meroguyeckux 1okyMeHToB ®CTOK Poccuu;

* mnorpebnocteit UCII[Iln B cpeactBax oOecreueHusi 0e30MacHOCTU

uHpopMaIum.
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12  Tlopsimok paGoThI C NEPCOHATBHBIMY JAHHBIMHU COTPYIHHKOB

Oo6s13anHOCTH padoToaarest

B nensix ucnonnenus tpeboBaHui 3akoHoaarenbcTtBa PO mpu obpabotke
MEPCOHANBHBIX JaHHBIX, BCE PAOOTHUKU YUPEXKICHUS JOJDKHBI HCIOIHATH
YCTaHOBJIEHHBIN NOPSAIO0K pabOThI:

PaGorta ¢ mepcoHanbHBIMH JaHHBIMU PAOOTHHMKOB JOJIKHA HE HapyllaTh
TpeOboBaHMii 3akoHOAaTelbcTBA P® U  JIOKaNbHBIX HOPMATUBHBIX AaKTOB
OpraHu3alyu, U J0KHA ObITh HEMTOCPEICTBEHHO CBSI3aHA C OCYLIECTBICHUEM UMHU
CBOMX TPYJIOBBIX (DYHKIIHIA.

IIpu cOope u 006paboTke MepcoHATBHBIX JaHHBIX paOOTHHKA paboToaaTeb
JlomkeH pykoBoacTBoBarbcsi Konctutyuuein PO, TpyaoBeim koxexkcom PO u
MHBIMH (eZiepabHBIMU 3aKOHAMHU.

[lepcoHanbHble JaHHbIE PAOOTHUKOB JAOHKHBI OBITH MOJIYYEHBI TOJBKO
HEIMOCPEICTBEHHO Yy Hero. Ecnu asg o6paboTKH €ro JaHHBIX WM UX MOJYy4eHHS
MPUBJICKAETCS TPEThbU JIMLA, TO PAOOTHUK JAOJDKEH JaTh MpeABapUTENIbHOE
MUCbMEHHOE corylacue Ha 3T0. OJHOBpEMEHHO paOOTHUK JOJKEH OBbITh
yBEAOMJIEH O Iesiax cOopa uHGOpMAaIMKM, UCTOYHUKAX €€ IMOJYYEHUs, a TaKkKe O
MOCJIEJICTBUAX OTKa3a OT MPEJOCTABICHUS MUCBMEHHOIO corjacus Ha cOop
uH(popMaImm.

[lepcoHanbHble AaHHBbIE PAOOTHUKA O €ro MOJMTHYECKHUX, PEJIMTHO3HBIX U
MUHBIX YOEXIEHUSX, YACTHOM >KM3HU, a TaKXKe UJIEHCTBE B OOIIECTBEHHBIX U
po(COIO3HBIX OpraHU3alUgX HE MOAJexKaT cOOpy OopraHusaluei, eciu UHOe He
MPEeTYCMOTPEHO 3aKOHOJATEIHCTBOM.

3amura TNEpPCOHAJbHBIX JaHHBIX paOOTHUKA JOJKHA OO0ecreYrBaThCA

ITIOJIHOCTBIO 3a CUCT pa6OTOI[aTeJISI.
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quenqleHI/Ie npu MmMpueMe Ha pa60Ty, a TaK¥XKXC IIpH JIFOOBIX M3MEHEHUSX
IMpaBHJI pa60T51 C NCPCOHAJIbHBIMN JaHHBIMU 0053aHO NMHUCHMEHHO 3HAKOMHTBH C
HHMH BCCX pa6OTHI/IKOB.

quenq[eHI/Ie HC UMCCT IIPABO MPUHYXKIAATb pa6OTHI/IKOB K OTKa3y OT CBOHX

IIpaB Ha 3aIUTY IICPCOHAJIBHBIX JAHHBIX.

Oo6s13aHHOCTH pa0OTHHKA
PaGoTHuKk 00s3aH:
[lepenats paboTomaTento Bce TMEpPCOHATbHBIC JaHHBIC, YKa3aHHbIC B
COOTBETCTBYIOIUX TOKYMEHTAX.
B ycraHoBneHHBIM mpaBUiIaMU  CpOK cooOmarh pabdoTomarento 00

HN3MCHCHUU CBOUX IICPCOHAJIBHBIX TAaHHBIX.

Ilepenaya nmepcoHaJBHBIX JAHHBIX

[Ipu ocymiecTBICHWH TiepeNadr TEepPCOHATbHBIX JaHHBIX PaOOTHHUKOB
TPETHUM JIMILIAM paboToAaTeNlb 00s13aH:

HE COOO0IIaTh IepCOHANbHBIC NOaHHBIE O€3 IOJIyYeHHOI0 HHCHMEHHOTO
cornacusi pabOTHUKA, KpOME Cly4yaeB, KOTJa Takue OOS3aHHOCTH YCTaHOBIICHBI
3aKOHOZATEIbCTBOM;

HE TepenaBaTh MEePCOHANbHBIC JaHHbIE PaOOTHHWKA ISl MCIOJIB30BaHUS B
KOMMEPUYECKUX LETIAX;

TpeOOBaTh OT TPETHUX JIUI] COOTIOACHUS TIPABII PAOOTHI C MEPCOHATBHBIMU
JaHHBIMH, @ TaKXKe  MPEeNOCTABICHHUS  MUCHBMEHHOTO  TMOJITBEPKICHUS
UCTIONB30BAaHUS  MEPCOHAIBHBIX JAHHBIX B  MOPAIKE, NPEAyCMOTPEHHBIX

HaCTOAIIUM ITOJIOKCHUCM O 3allIUTC IICPCOHAJIBHBIX JaHHBIX,
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AaBaTb OOCTYyIl K IICPCOHAJIBHBIM JAHHBIM TOJIBKO JIMIIAM, HMCIOIIUM
COOTBeTCTBYIOH_II/Iﬁ AOIIYCK MW HCIOJB3YIOIINX WX TOJBKO [JIsI BBIIIOJHCHUA
KOHKPCTHBIX HOHHOMO‘IHﬁ;

HC I/ICTpe6OBaTB I/IH(I)OpMaI_II/IIO 0 COCTOAHUHU 300POBBA pa6OTHI/IKa, 3a
HUCKIIFTOUCHUCM JdHHBIX, KOTOPBIC MOT'YT IIOBJIMATHL HA HCIIOJIHCHUC pa6OTHI/IKOM

CBOUX TPYIOBBIX 00s3aHHOCTEH.

3ammuTa NepcoHaAJbHBIX JAHHBIX Pa00THHKA

B pamkax peanuzamuum TyHKTOB HacTtosmero IlomoxeHus o 3amiure
MePCOHATBHBIX JTaHHBIX PA0OTHUKOB, PYKOBOJUTEIbh YUPEKIACHUS U3IaeT MPUKA3 O
HAa3HAYEHUU JIMI[Aa, OTBETCTBEHHOI'O 3a COOJIOJEHHE Topsaka paboThl C
MePCOHATBHBIMU JTAHHBIMH PAOOTHUKOB, Ha KOTOPOM JIEKAT BCE OOS3aHHOCTH IO
obecrieyeHUI0 KOH(DUICHITMATLHOCTHY MOJYYSHHBIX IAHHBIX, a TAK)KE OpraHu3aIuu
paboTHI C HUMH.

[lepenaya uadopmanuu TPOUCXOIUT TOJBKO B NMUCHMEHHOM BHUJE. 3ampoc
JIOJDKEH OBITH CHENaH B MUCHhbMEHHOM BHUJIE C YKa3aHHEM BCEX PEKBU3UTOB JIMIIA,
3anpammuBaroniero uHbpopmanu. OTBET HOMKEH OBITh ClelaH Ha (PUPMEHHOM
OJlaHKe Y4YpeKJI€HUs M OTIpaBieH JUO0 KyphepcKOM Ciry»0oif, Tub0 3aKa3HbIM
MHCHMOM.

Bce mnonydyeHHBbIE TEpCOHAIBHBIC TaHHBIC JOHKHBI XPAaHUTHCS B MeECTeE,
HCKJTFOYAIOIeM HECAaHKITMOHUPOBAHHBIX IOCTYI TPEThUX JIMII.

ONEeKTpOHHbIE HOCUTENW HWHGOpPMALMHM, JOHKHBI OBITh  3alUIIEHBI

KpI/IHTOI‘pa(l)I/ILICCKI/IMI/I CpCaACTBAMU 3alIIUTHI I/IH(l)OpMaI_II/II/I.
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OTBeTCTBEHHOCTD 32 pa3rJjanieHue HHPoOpPMaNH, CBI3aAHHOM €

nepCcoHaJbHbBIMHA JAaHHBIMHA paﬁoTHmca

HI/ILIa, MMPU3HAHHBIC BUHOBHBIMU B HAPYHICHUU Tpe6OBaHI/Iﬁ HaCTOALICTO
IlomoxeHnust o 3allIUTC TICPCOHAJIBHBIX HTAaHHBIX pa6OTHI/IKOM MMPUBJICKAIOTCA K
HHCHHHHHH&pHOﬁ, aHMHHHCTpaTHBHOﬁ, IrpaxaaHCKO-IIPpaBOBYIO H YFOHOBHOﬁ
OTBCTCTBCHHOCTH, B TIOPAAKEC IIPCAYCMOTPCHHOM 3aKOHOAATCIbLCTBOM P® un

JIOKAJIbBHBIMU HOPMATUBHBIMH dKTaMMU.
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13  Ilopsimox padoThI C NEPCOHATBHBIMYU JAHHBIMUA KOHTPATCHTOB U
NALMECHTOB

Iopsinok mosyyeHus 1 00padOTKH NMEPCOHAIBbHBIX TaHHBIX
KOHTPAT€HTOB M NMAIIMEHTOB

Iloxg o0paboTKoM I11n MMOHUMAETCS MOJIYYEHHUE, XpaHEHUE,
KOMOMHHMpOBaHUE, Tepeaaya Win J0oe Ipyroe HUCMoJb30BaHUE MEPCOHATBHBIX
JAHHBIX KOHTPAreHTOB U NallM€HTOB.

Pabota ¢ nepcoHaabHBIMU JAHHBIMH KOHTPAreHTOB M MAIMEHTOB JI0JKHA HE
HapymiaTh TpeOOBaHUHN 3aKOHOAATENIHCTBA PD U JIOKaTBHBIX HOPMATUBHBIX aKTOB
OpraHu3aIuu.

Hcnonb3oBaHre NMEPCOHANBHBIX JAaHHBIX BO3MOKHO TOJIBKO B COOTBETCTBUU
C ULEJAMH, OINPENCTUBIIMMHU UX TonydeHue. llepcoHanbHble MaHHBIE HE MOTYT
OBITH UCITOJIL30BAHBI B IEJISIX MPUUYMHEHUSI UMYIIIECTBEHHOTO U MOPAJILHOTO Bpesa
rpaxkJIaHaMm, 3aTpyJHEHUs] pealu3alvu IMpaB U cBoOon rpaxaaH Poccuiickoi
benepanuu.

[Topsimox 00pabOTKU MEPCOHATBHBIX TAHHBIX HAa OYMa)KHBIX MaTepUAIbHBIX
HOCUTEJISIX PErIaMeHTUpOoBaH «MHCTpyKIMe 1O  XpaHEHUIO MEPCOHAIBHBIX
JAHHBIX Ha OYMaXHBIX HOCUTEISAX U TOPSAKY pabOThl HCIOIHUTENEH C
MEePCOHAIBHBIMU  JaHHBIMH Ha  OYMaXHBIX  HOCUTEISAX  HHGOpPMAIUN,
YTBEPKICHHON PYKOBOJIUTEIIEM.

O6paboTtka MEPCOHAIBHBIX JAHHBIX B aBTOMAaTU3UPOBAHHBIX
MH(POPMAIIMOHHBIX CUCTEMAaX OCYIIECTBIISCTCS HA OCHOBAHHUH Psiia YTBEPHKICHHBIX
PYKOBOJUTEIEM HWHCTPYKIMK periaMeHTUPYIOMUX OOpabOTKy MepCOHATBHBIX

nanubix B UCIIT/IH.
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JlocTyn K epCcOHAIbHBIM JAHHBIM

BuyTtpennuii nmoctynm (IOCTynl BHYTPH OpraHM3alldd) OMPEHesIeTCs
MEPEYHEM JIWI], UMEIIIUX JOCTYIl K MNEPCOHAJIBHBIM JAaHHBIM KOHTPAarceHTOB W
MAMEHTOB, OMPEAECIISIETCS TPUKA30M PYKOBOIUTEIIS.

Buewmnuii nocry:

K uucny MaccoBeiXx moTpeOuTeneld MepCOHAIbHBIX  JaHHBIX  BHE
OpraHU3aIlid MOXHO OTHECTH TOCYAapCTBEHHbIE (YHKIIMOHAIBHBIE CTPYKTYPHI:
HAJIOTOBBIE HWHCIIEKLIUHU, TPABOOXPAHUTEIBHBIE OpraHbl, OpPraHbl CTATUCTHKH,
BOGHKOMAThI, OpraHbl COLMAJIBHOTO CTPAaXOBaHUS, IEHCHOHHbIC (OHJBI,
MOJIpa3ICJICHNS] MYHULUTIAJIbHBIX OPTaHOB YIIPABIICHUS;

HanzopHo-KOHTpOJIbHBIE OpPraHbl UMEIOT JAOCTYIl K MUH(POPMAIIUU TOJBKO B

chepe cBOEH KOMITETECHIINH.

IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTh Cy0ObeKTa NePCOHATbHBIX
JAHHBIX

3aKkperuieHne npaB CyoObeKTOB NEPCOHATBHBIX JAHHBIX, PETJIaMEHTUPYIOIINX
3alUTy €ro TMEepCOHAIbHBIX JAaHHBIX, OOECHEYMBAET COXPAHHOCTb MOJHOM U
TOYHON MH(OPMAIIUHU O HEM.

B umensix 3amuThl MEPCOHANBHBIX JIaHHBIX KOHTPAareHThl  (3aKOHHbBIE
MPEICTaBUTENN) UMEIOT MPaBo:

- TpeboBaTh MCKJIIOYEHUS WU HUCIPABICHUS HEBEPHBIX WM HEMOJHBIX
MEPCOHANBHBIX JAHHBIX, Ta CBOOOAHBIA OECIUIATHBIA JOCTYH K CBOUM
MIEPCOHAIBHBIM JIaHHBIM, BKJIIOYas IPaBO HA IMOJYyYEHHE KOMMHM HOBOW 3aIUCH,
coJiepaKallley IepCOHANIBHBIE JaHHBIC;

- ONPEAENIATh CBOMX IPEACTABUTENEH I 3allUThl CBOMX IEPCOHAJIBHBIX

HAaHHbIX Ha COXPAHCHUC U 3alllUTY CBOCH JIMYHOU TalHBbI.
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IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTH OIEPATOPA NMEPCOHAJbHBIX
JAHHBIX

[lepcoHanbHass OTBETCTBEHHOCTh - OJHO U3 TIJaBHBIX TpeOOBaHUI K
opranu3auuu (GyHKIMOHUPOBAHUS CUCTEMBI 3aIlUThI EPCOHATLHON MH(POPMALIUH
u 00s3aTeNbHOE yclloBUE obecnieueHus 3P PEeKTUBHOCTH ATOM CUCTEMBI.

Opunnyeckne u ¢usnueckue JuIa, B COOTBETCTBUM CO CBOUMH
MTOJIHOMOYHMSIMHM BIIAJICIOIIME O Tpa)KJaHax MOJIyYarollNe M HUCIOIb3YIOIIHE €€,
HECYT OTBETCTBEHHOCTb B COOTBETCTBHM C 3aKOHOJATENbCTBOM Poccuiickoi
Qenepauvd 3a HapylIeHHE peXuMa 3allluThl, OOpabOTKM U  MOpsAKa
MCIIOJI30BaHUS ATOU UH(pOpMALUK.

PykoBonurtenb, paspelialomvil  JIOCTyIl COTPYOHHKAa K JOKYMEHTY,
COZIEpIKallleMy MEPCOHAIBHBIE CBEICHUS KOHTPAreHTOB M MAlMEHTOB, HECET
MIEPCOHAIBHYIO0 OTBETCTBEHHOCTH 3a JAHHOE pa3pelICHUE.

Kaxaplii coTpyAHUK OpraHu3aluu, MOJAy4Yalomuid ajig paOoThl JOKYMEHT,
COJIEpKalllUii NEPCOHABHBIE aHHBIE HECET €AWHOJIMYHYI) OTBETCTBEHHOCTH 3a
COXPAHHOCTb HOCUTEINSI U KOHPUACHIIMAIBHOCTh HH(OPMAIUH.

JlonyCK K TEpPCOHAIBHBIM JAaHHBIM KOHTPAr€HTOB W TMAIMEHTOB APYTUX
COTPYIHUKOB paboTonaTeNs, HE UMEIOUINX HaJIeKaluuM 00pa3oM oQOpMIIEHHOTO
JOCTYTIA, 3aIPEIIAETC.

[lepenaua (0OMeH U T.J.) IEPCOHATBHBIX JAHHBIX MEXKIY MOJApa3IeICHUIMU
OCYLIECTBIISIETCS TOJABKO MEXKIYy COTPYIHMKAaMH, HWMEIOUIMMU JOCTYIl K
MEPCOHAIBHBIM JTAHHBIM KOHTPAreHTOB U MallUeHTOB.

3a HEUCHOJHEHUE WIM HEeHaJJIekKallee HCIOJHEHHWE PAOOTHUKOM IO €ro
BUHE BO3JIOKEHHBIX HAa HEro OOs3aHHOCTEH MO COOJIOJEHUIO YCTaHOBJIECHHOTO
nops/ika paboTbl CO CBEAEHUSMHU KOH(UICHIIMAIBLHOTO XapakTepa paboToaareib
BIPAaBE MPUMEHATH MpeaycMoTpeHHble TpyaoBbiM Koaekcom IUCHUIIIIMHAPHBIC

B3bICKaHMA.
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14  OcoGenHocTH 00pPa0OTKH MEPCOHAIBHBIX JAHHBIX 0€3 MCNOJIb30BAHUSA
CpeACTB aBTOMATH3AIUMN

[Ipy  HeaBTOMATH3UPOBAHHOW  0OpabOTKE pa3IMYHBIX  KaTeropui
MEPCOHANBHBIX JAHHBIX JOJDKEH MCIOJIb30BAThCS OTACNbHBIA MaTepuagbHbIN
HOCHUTEIb JUIsl KaXK/10M KaTeropyuu MepCOHANIbHBIX TAHHBIX.

[Ipy HeaBTOMATHU3MpPOBAHHOW 00pPaOOTKE MEPCOHANBbHBIX JTaHHBIX Ha

OYMa)KHBIX HOCUTEJISIX:

- He jomyckaercs (Qukcanus Ha  OJHOM  OyMa)XHOM HOCHUTEINe
MEPCOHATBHBIX JAHHBIX, ENIH 00pabOTKU KOTOPHIX 3aBEOMO HECOBMECTHMBI,

- TepCOHalibHbIE€ JIAaHHbIE JIOJDKHBI  000COOISATHCS OT  UWHOMU
uH(pOpMaIMU, B YACTHOCTU NyTeM (QUKCAIMM WX Ha OTACNBbHBIX OyMaKHBIX
HOCHUTENSAX, B CHEHUAJBbHBIX pa3jenax WiId Ha Toysix popM (61aHKOB);

- JIOKYMEHTBI, COJepKallue MepCcoHaNbHbIe AaHHbIE, (HOPMHUPYIOTCS B
Jena B 3aBUCUMOCTH OT IIeJid 00pabOTKU NEPCOHATIBHBIX JaHHBIX;

- Jena C JOKYMEHTaMH, COJEp)KallMMU TEPCOHAJIbHBIE JaHHBIE,
JIOJKHBl MMETh BHYTPEHHHE  ONUCH  JIOKYMEHTOB C YKa3aHUEM Ielid
00pabOTKM U KaTEeropuu MEPCOHATBHBIX JAHHBIX.

JlIokyMeHTBl ~ (HOcUTENW  MHGPOpPMAILIMH), COJEp)Kalllie NepCcOHaIbHbIE
JaHHbIe, JIOJDKHBI XPAaHUTBbCS B CIYXKEOHBIX  TMOMEIICHHSX B HAJIEKHO
3alUpaeMbIX U OlevyaThiBaeMbIX IKadax (ceidax).

YHuuTOXKEHHME WM 00€3JIMYMBAHUE YAaCTU MEPCOHAJBHBIX JIAHHBIX,
€CIM  3TO JOIMYCKAeTCsl MaTepuajbHbIM HOCUTEIEM, MOXET MPOU3BOIUTHCS
CIOCOOOM, HCKIIIOYAIOMIMM JaJbHEHIYyI0 00paboTKy JTUX  MEepCOHAIBHBIX
JaHHBIX, C COXPAaHEHHEM BO3MOXKHOCTH 00pabOTKM HWHBIX JaHHBIX,
3a(UKCUPOBAaHHBIX Ha MaTepUaTbLHOM HOCHUTEINE.

[Ipy  HecoBMECTUMOCTH Iiesied 00paOOTKU TEepPCOHAIBHBIX JIaHHBIX,

Baq)HKCHpOBaHHBIX Ha OJHOM MaTCpUuaJIbHOM HOCHUTCIIC, CCJINn
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MaTepUabHBIE ~ HOCUTENb  He MO3BOJISIET  OCYILECTBIISATh 00paboTKy
MEPCOHANBHBIX JAaHHBIX OTIAENBHO OT JPYruX 3apUKCHPOBAHHBIX Ha TOM
K€ HOCHUTEJE TMEepPCOHATBHBIX JaHHBIX, JOJDKHBI OBITh MPUHATBI MEPHI IO
o0ecrieyeHUI0 pa3lieIbHOW 00pabOTKH MEePCOHATBHBIX JTaHHBIX, B YACTHOCTH:

- mpu  HEOOXOAMMOCTH  WCIIOJIb30BaHUSA WU PACHpPOCTPaHEHUS
OTIpe/ICTICHHBIX TIEPCOHANBHBIX JAaHHBIX OTIACIBHO OT HAXOASIIUXCS Ha TOM
K€ MaTepHaTbHOM HOCUTENE JAPYTUX TMEePCOHATBHBIX JTaHHBIX OCYIIECTBISETCS
KONMPOBAaHUE TICPCOHAIBHBIX HaHHBIX, MOMJESKAINIUX PACHPOCTPAHCHHUIO WIIH
HCTIOJB30BAaHUIO, CIIOCOOOM, MCKIIOYAIONINM OJHOBPEMEHHOE  KOMUPOBaHUE
NEPCOHAIBHBIX ~ JaHHBIX, HE  MOJIeKAIMUX  PACHPOCTPAHEHUIO "
UCTIONB30BAaHUIO, W UCIONB3YyeTCs (paclpoCTpaHsAeTCs1) KOMHUS TEePCOHATBHBIX
TaHHBIX;

- MpU HEOOXOAMMOCTH YHUYTOXKCHHSI WM OJIOKHPOBAaHUS YacTd
MEPCOHANBHBIX NaHHBIX YHUYTOXKACTCA WM  OJOKHpYeTCs MaTepUaTbHBIN
HOCHUTEh C TIPEABAPUTEIBHBIM KOMHMPOBAHWEM CBEACHUN, HE TOJJICIKAIINX
YHUUYTOKEHUIO WIH OJIOKMPOBAHHUIO, CTI0CO00M, UCKITIOYAFOIIAM
OJTHOBPEMEHHOE  KONMHMPOBAaHWE  MEPCOHANBHBIX  JAHHBIX, IOJICKAIINX
YHUUYTOXKEHUIO WM OJIOKUPOBAHUIO.

YTOYHEHHE TEPCOHANBHBIX JaHHBIX TIpU OCYIIIECTBIICHUH ux
00paboTKH 0€3 UCMONIB30BaHUS CPEJCTB aBTOMATH3aLMU MPOU3ZBOJUTCA IyTEM
OOHOBIICHUS WJIM W3MEHEHHUs JaHHBIX Ha MAaTepUAIBHOM HOCHUTENe, a eCJH
9TO  HE JOIMYCKAETCsl TEXHUYECKMMH  OCOOCHHOCTSIMH  MaTepHAIBHOTO
HOCHUTENsI, TyTeM (UKCAllMd Ha TOM € MaTepHallbHOM HOCHTENE CBEICHUMH
O BHOCHUMBIX B HHX HM3MEHEHHSX JHUOO IIyTeM W3TOTOBJICHHUS  HOBOTO
MaTepUaIbHOTO HOCHUTENSI C YTOYHCHHBIMU TIEPCOHAIBHBIMU JTaHHBIMHU.

O0paboTka MepCcOHANBHBIX JAaHHBIX, OCYIIECTBIseMas 0e3 MCIOIb30BAHMUS
CPEICTB aBTOMAaTHU3allMH, JIOJDKHA OCYIIECTBISTHCS TaKUM 00pa3oM, 4YTOOBI B

OTHOILICHNHU KaX(HOﬁ KaTCropruun NCpCOHAJIIbHBIX TAHHBIX MOHO OBLI0 OIIpCACINTD
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MeCcTa XpaHEHHUs TMEepPCOHAJbHBIX JIAHHBIX (MaTepUaIbHBIX HOCHUTENIECH) U
YCTAaHOBUTH TE€PEUYECHb JIUII, OCYIIECTBISIONINX 00pa0OTKY MEPCOHAIBHBIX TaHHBIX
T1M00 UMEIOIINUX K HUM JOCTYII.

[Ipu xpaHeHUH MaTepHATBHBIX HOCUTEJIEH JOJKHBI COOIOAAThCS YCIOBUA,
oOecrieynBalOIINe COXPAHHOCTh TMEPCOHANIBHBIX JIAHHBIX U HCKIIOYAIOIINE
HECAHKIIMOHUPOBAHHBIM K HUM JOCTYI. XpaHEHHE TMEPCOHAIBHBIX  JIaHHBIX
(MaTepualdbHBIX  HOCUTEJNEH), o00paboTKa KOTOPBIX  OCYIIECTBIAETCS B

PA3JIMYHBIX MHCIIAX TOJIKHO OBIThH Pa3aCIbHbBIM.
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15 Oxmpaemblii 3¢ppext ot peanusanun [osoxkeHus

Peanmuzarmus Iomoxenus 6e3onacuoctu I11x B UCII{H mo3BoauUT:

* oueHutb cocrosinue OezomacHoctu uHGopmaruu MCIIIH, BBISIBUTH
UCTOYHUKM BHYTPEHHUX M BHEIIHUX YIpo3 HUHOOpPMAIMOHHON
0e30macHOCTH, ONPENIENUTh MIPUOPUTETHBIE HaIlpaBJICHUS
MPENOTBPALLECHUS, OTPAKEHUS U HEUTpaAIU3alluu dTUX YIPO3;

* pa3paboTarh pACHOPSAUTENIbBHBIE W  HOPMAaTHUBHO-METOJUYECKUE
NOKyMeHTHI npuMeHnuTesibHO K UCIT/IH;

* mnpoBecTH Kiaccupuxanuio u ceprudpukanuto UCII/IH;

* TPOBECTH OPraHU3aLMOHHO-PEKUMHBIE U TEXHHUUYECKUE MEPOIPUATHS
o o6ecnedenuto 6e3omacaoctu [1J1a 8 UCITdH;

* ofecrneunTh HEOOXOJMMBIM ypOBEHb 0€30MacCHOCTH OOBEKTOB
3aILUTHL;

* pa3paboTaTb  METOAMYECKHME  JIOKYMEHTBl 10  pa3MEIIEHUIO,
000pYZOBaHUIO U OXpaHE MOMEIICHHM, TJIe XpAHITCS MEePCOHAbHbBIE
JaHHbIe, MO  XPAHEHUIO MEPCOHAIBbHBIX JAaHHBIX Ha OyMa)KHbIX
HOCHUTENIAX W TOPSAKY pabOThl HCIOJHHUTENEH C TMEepCOHAIbHBIMU

JaHHBIMHU Ha 6YMa)KHBIX HOCHUTCIIAX I/IH(l)OpMaLII/II/I.

Ocy1ecTBiaeHUE ITUX MEPONIPUATUN 0OECTICUUT CO3/IaHHUEe €TUHOM,
LHEJIOCTHOM U CKOOPAMHUPOBAHHOM  CHCTEMbl  MH(POPMALMOHHOMN
O0e3omacHOCTM M CO3/JacT  YCJIOBUS  JJIi €€  JajbHEeHIIero

COBCPIICHCTBOBAHUA.
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16 CnMcCOK MCNO0JIb30BAHHBIX HCTOUYHHUKOB

OCHOBHBIMH HOPMATHBHO-NIPABOBbIMH n MeTOAMYeCKUMHU
JOKYMEHTaMU, HA KOTOPbIX 0a3upyercs HacTosimee [loo:xxenne ABISIIOTCA:

@epnepanbHblii 3akoH oT 27.07.2006 r. Ne 152-®d3 «O mnepcoHaabHBIX
naHHbix» (manee — D3 «O mnNEpCOHANBHBIX MAHHBIX»), YCTaHABIWUBAIOIIUN
OCHOBHBIE MPUHIUIIBI W YycioBus o0pabotku IIJIH, mpaBa, oO0s3aHHOCTH W
OTBETCTBEHHOCTh YYACTHUKOB OTHOLIEHUH, CBA3aHHBIX ¢ 00paboTkoi [1/1H.

«TpeboBanus K 3alMTe NEPCOHAIBHBIX JAHHBIX MPU HUX 00paboTKe B
MHOOPMAIIMOHHBIX ~ CHUCTeMax  IEpPCOHANbHBIX  JAHHBIX»,  YTBEPHKICHbI
IToctanoBnenuem IlpaBurensctBa PO or 01.11.2012 1. Ne 1119.

«Ilonoxxenne 00 OCOOEHHOCTSIX OOpaOOTKU TEpPCOHANbHBIX JaHHBIX,
OCYHIECTBIIsIEMO 0€3 HCIONIB30BaHUS CPEJICTB aBTOMATH3ALUK», YTBEPKIECHHOE
IToctanoBnenuem IlpaBurensctBa PO ot 15.09.2008 r. Ne 687.

[loctanosnenue IlpaButenbctBa Ne 211 or 21 mapra 2012 rogma «OO0
YTBEP)KJIECHUU TEepeYHs Mep, HaIpaBICHHbIX Ha OOecleYeHue BBIMOITHEHUS
o0s3aHHOCTEH, peaycMoTpeHHbIX D3 «O nepcoHambHbIX TaHHBIX» U MPUHATHIMU
B COOTBETCTBMM C HHUM HOPMATUBHBIMU IPAaBOBBIMU aKTaMH, OIEpaTopamu,
ABJIAIOIIMMHUCS TOCYAAPCTBEHHBIMU WM MYHHUIIMITAIbHBIMU OpraHaMu.

«TpeboBanuss Kk  MaTepuagbHbIM  HOCHUTENIIM  OMOMETPUYECKUX
MEPCOHANBHBIX JaHHBIX M TEXHOJOTHUSIM XpaHEHUs TaKuX JaHHBIX BHE
MHOOPMAIIMOHHBIX ~ CHCTEM  MEpPCOHAJbHBIX  JAHHBIX»,  YTBEP)KICHHbIE
IToctanoBnenuem IlpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmartuBHo-MeToanueckue AOKyMeHTbl DenepaibHONM  CIyx OBl IO
TEXHUYECKOMY M OJKCIepTHOMY KOHTpoito Poccuiickoit ®enepanuu (nanee -
OCTOK Poccun) mo obecneuenuto 6e3omnacHoctu Il mpu ux oOpaboTke B

NCIT/In:
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bazoBas Mozenb yrpo3 0e30MmacHOCTH NEpPCOHATbHBIX [aHHBIX MPH HX
00paboTke B HMH(OPMALMOHHBIX CHCTEMax TMEePCOHAIbHBIX JAAaHHBIX, YTB. 3aM.
nupextopa @CTIK Poccum 15.02.08 .

Mertonuka onpezeneHns akTyalbHbIX Yrpo3 0€30MacHOCTH MepCOHAIbHBIX
JaHHBIX TpU uX 00paboTke B HWH(OPMALUUOHHBIX CHCTEMax I[EePCOHAIbHbBIX
JaHHbIX, YTB. 3aM. aupektopa ®CTIOK Poccuu 15.02.08 r.

IIpukaz ®CTIK Poccun Ne 17 or 11 despans 2013 rouma «O6
yrBepxaeHun TpebGoBanuit o 3amure MHPOPMALMHU, HE COCTABISIOMIMX
roCyZapCTBEHHYIO TaliHy, COAEPKALIUXCS B TOCYIapCTBEHHBIX HH(MOPMALMOHHBIX
CUCTEMAX).

ITpuka3z ®CTOK Poccuu Ne 21 ot 18 eBpans 2013 roga «O06 yTBepxKIeHUH
CocraBa u coaepkaHusl OpPraHM3aLUOHHBIX U TEXHUYECKUX Mep Mo 00ecreueHuIo
0e30MacHOCTH MEePCOHAbHBIX NAHHBLIX MPU MX 00paboTke B MHGOPMALMOHHBIX
CHUCTEMax MePCOHATbHBIX JAHHBIX).

[Ipukas ®enepanbHoii cinyxOb1 6e3onacHoctu Poccuiickoit @eaepauuu ot
10 wurona 2014 r. N 378 «O6 yreepxknaeHun CoctaBa U COJEpKaHUs
OpraHU3allMOHHBIX M TEXHUYECKUX Mep 1o obdecrieueHU0 0€30I1aCHOCTH
MEePCOHANBHBIX JaHHBIX NpU HMX 00paboTke B HH(POPMALMOHHBIX CHCTEMAX
NIePCOHAIBHBIX JAHHbBIX C UCIMOJIL30BAHUEM CPEICTB KPUIITOrpapuuecKoi 3alUThl
uHpOpMaLUK, HEOOXOIUMBIX JJIs BBIIOJIHEHUS YCTAHOBIIEHHBIX [IpaBUTENECTBOM
Poccuiickoli @eznepanuu TpeOGOBaHUM K 3alllUTe IEPCOHAIbHBIX JaHHBIX IS

Kaxaoro mu3 yp0BHeﬁ 3allUINCHHOCTH».

Kommepuecku#t qupektop C.B. 3acankun



